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AVNACHAUNC PIP/AN Certain versions of Android from Google contain the following
vulnerability:

Mozilla Firefox before 24.0 on Android allows attackers to bypass the
Same Origin Policy, and consequently conduct cross-site scripting
(XSS) attacks or obtain password or cookie information, by using a
symlink in conjunction with a file: URL for a local file.

CVE-2013-1727 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

[SECURITY] Fedora 20 Update: firefox-24.0-1.fc20 FEDORA FEDORA-2013-17074

text/html

[SECURITY] Fedora 19 Update: firefox-24.0-1.fc19 %@ FEDORA FEDORA-2013-16992

text/html

[SECURITY] Fedora 18 Update: firefox-24.0-1.fc18 FEDORA FEDORA-2013-17047

text/html

MFSA 2013-84: Same-origin bypass through symbolic links [ CONFIRM
www.mozilla.org/security/announce/2013/mfsa2013-

84.html

782581 — (CVE-2013-1727) Subverting Same-Origin Policy ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
for Local Contents by Symbolic Link id=782581

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that


https://cve.report/
https://cve.report/CVE-2013-1727/mitre
https://cve.report/CVE-2013-1727/nist
https://cve.report/CVE-2013-1727/cve_org
https://cve.report/CVE-2013-1727.pdf
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/116610.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/115907.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/117526.html
http://www.mozilla.org/security/announce/2013/mfsa2013-84.html
https://bugzilla.mozilla.org/show_bug.cgi?id=782581

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android All All All All
System

Operating Google Android All All All All
System

Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox All All All All
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No vendor comments have been submitted for this CVE
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