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CVE CVE-2013-1736
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-18 10:08:00 UTC
Updated 2017-09-19 01:36:00 UTC
Description The nsGfxScrollFramelnner::IsLTR function in Mozilla Firefox before 24.0, Firefox ESR 17.x before 17.0.9, Thunderbird bef

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox All All All All
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Reference

openSUSE-SU-2013:1495-1: moderate: update for MozillaThunderbird
[SECURITY] Fedora 20 Update: firefox-24.0-1.fc20

USN-1952-1: Thunderbird vulnerabilities | Ubuntu
openSUSE-SU-2013:1491-1: moderate: update for seamonkey
[security-announce] openSUSE-SU-2013:1633-1: important: Mozilla Suite: U
openSUSE-SU-2013:1499-1: moderate: Mozilla updates September 2013
Repository / Oval Repository

MFSA 2013-90: Memory corruption involving scrolling

Red Hat Customer Portal

[SECURITY] Fedora 19 Update: firefox-24.0-1.fc19

906301 — (CVE-2013-1736) Memory corruption in nsGfxScrollFramelnner::IsLTR()
Red Hat Customer Portal

openSUSE-SU-2013:1496-1: moderate: update for xulrunner17
USN-1951-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-2762-1 icedove

[SECURITY] Fedora 18 Update: firefox-24.0-1.fc18

openSUSE-SU-2013:1493-1: moderate: update for MozillaFirefox
CVE Program record

NVD vulnerability detail

1]

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2013-1736 Remote Memory Corruption Vulnerability

Source

SUSE

FEDORA

UBUNTU

SUSE

SUSE

SUSE

OVAL

CONFIRM

REDHAT

FEDORA

CONFIRM

REDHAT

SUSE

UBUNTU

DEBIAN

FEDORA

BID

SUSE

CVE.ORG

NVD

Link
lists.opensuse.org
lists.fedoraproject.org
www.ubuntu.com
lists.opensuse.org
lists.opensuse.org
lists.opensuse.org
oval.cisecurity.org
www.mozilla.org
rhn.redhat.com
lists.fedoraproject.org
bugzilla.mozilla.org
rhn.redhat.com
lists.opensuse.org
www.ubuntu.com
www.debian.org

lists.fedoraproject.org

www.securityfocus.com

lists.opensuse.org
WwWw.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://lists.fedoraproject.org/pipermail/package-announce/2013-September/116610.html
http://www.ubuntu.com/usn/USN-1952-1
http://lists.opensuse.org/opensuse-updates/2013-09/msg00055.html
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00005.html
http://lists.opensuse.org/opensuse-updates/2013-09/msg00061.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18856
http://www.mozilla.org/security/announce/2013/mfsa2013-90.html
http://rhn.redhat.com/errata/RHSA-2013-1268.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/115907.html
https://bugzilla.mozilla.org/show_bug.cgi?id=906301
http://rhn.redhat.com/errata/RHSA-2013-1269.html
http://lists.opensuse.org/opensuse-updates/2013-09/msg00060.html
http://www.ubuntu.com/usn/USN-1951-1
http://www.debian.org/security/2013/dsa-2762
http://lists.fedoraproject.org/pipermail/package-announce/2013-September/117526.html
http://www.securityfocus.com/bid/62478
http://lists.opensuse.org/opensuse-updates/2013-09/msg00057.html
https://www.cve.org/CVERecord?id=CVE-2013-1736
https://nvd.nist.gov/vuln/detail/CVE-2013-1736
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