CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2013-1/38

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-1738

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2013-09-18 10:08:00 UTC

2017-09-19 01:36:00 UTC

Use-after-free vulnerability in the JS_GetGlobalForScopeChain function in Mozilla Firefox before 24.0, Thunderbird before :

] 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type
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Vendor Product Version Update Edition Language
Mozilla Firefox 19.0 All All All
Mozilla Firefox 19.0.1 All All All
Mozilla Firefox 19.0.2 All All All
Mozilla Firefox 20.0 All All All
Mozilla Firefox 20.0.1 All All All
Mozilla Firefox 21.0 All All All
Mozilla Firefox 22.0 All All All
Mozilla Firefox 23.0 All All All
Mozilla Firefox 19.0 All All All
Mozilla Firefox 19.0.1 All All All
Mozilla Firefox 19.0.2 All All All
Mozilla Firefox 20.0 All All All
Mozilla Firefox 20.0.1 All All All
Mozilla Firefox 21.0 All All All
Mozilla Firefox 22.0 All All All
Mozilla Firefox 23.0 All All All
Mozilla Firefox All All All All
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References

Reference

openSUSE-SU-2013:1495-1: moderate: update for MozillaThunderbird

MFSA 2013-92: GC hazard with default compartments and frame chain restoration
[SECURITY] Fedora 20 Update: firefox-24.0-1.fc20

USN-1952-1: Thunderbird vulnerabilities | Ubuntu

openSUSE-SU-2013:1491-1: moderate: update for seamonkey

openSUSE-SU-2013:1499-1: moderate: Mozilla updates September 2013

Repository / Oval Repository

887334 — (CVE-2013-1738) GC hazard with default compartments and frame chain restoration
882897 — ASAN use-after-free in JS_GetGlobalForScopeChain

[SECURITY] Fedora 19 Update: firefox-24.0-1.fc19

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2013-1738 Remote Code Execution Vulnerability
USN-1951-1: Firefox vulnerabilities | Ubuntu

[SECURITY] Fedora 18 Update: firefox-24.0-1.fc18

openSUSE-SU-2013:1493-1: moderate: update for MozillaFirefox

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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