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Summary

CVE CVE-2013-1768

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-11 22:55:00 UTC

Updated 2018-04-20 01:29:00 UTC

Description The BrokerFactory functionality in Apache OpenJPA 1.x before 1.2.3 and 2.x before 2.2.2 creates local executable JSP files containing logging trace data produced during deserialization of certain crafted OpenJPA objects, which makes it easier for remote attackers to execute arbitrary code by creating a serialized object and leveraging improperly secured server programs.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Openjpa 1.0.0 All All All

Application Apache Openjpa 1.0.1 All All All

Application Apache Openjpa 1.0.2 All All All

Application Apache Openjpa 1.0.3 All All All

Application Apache Openjpa 1.0.4 All All All

Application Apache Openjpa 1.1.0 All All All

Application Apache Openjpa 1.2.0 All All All

Application Apache Openjpa 1.2.1 All All All

Application Apache Openjpa 1.2.2 All All All

Application Apache Openjpa 2.0.0 All All All

Application Apache Openjpa 2.0.1 All All All

Application Apache Openjpa 2.1.0 All All All

Application Apache Openjpa 2.1.1 All All All

Application Apache Openjpa 2.2.0 All All All

Application Apache Openjpa 2.2.1 All All All

Application Apache Openjpa 1.0.0 All All All

Application Apache Openjpa 1.0.1 All All All
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Application Apache Openjpa 1.0.1 All All All

Application Apache Openjpa 1.0.2 All All All

Application Apache Openjpa 1.0.3 All All All

Application Apache Openjpa 1.0.4 All All All

Application Apache Openjpa 1.1.0 All All All

Application Apache Openjpa 1.2.0 All All All

Application Apache Openjpa 1.2.1 All All All

Application Apache Openjpa 1.2.2 All All All

Application Apache Openjpa 2.0.0 All All All

Application Apache Openjpa 2.0.1 All All All

Application Apache Openjpa 2.1.0 All All All

Application Apache Openjpa 2.1.1 All All All

Application Apache Openjpa 2.2.0 All All All

Application Apache Openjpa 2.2.1 All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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