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sudo 1.6.0 through 1.7.10p6 and sudo 1.8.0 through 1.8.6p6 allows local users or physically proximate attackers to bypass
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References

Reference

oss-security - CVE request: sudo authentication bypass when clock is reset
APPLE-SA-2013-09-12-1 OS X Mountain Lion v10.8.5 and Security Update 2013-004
The Slackware Linux Project: Slackware Security Advisories

Red Hat Customer Portal

Red Hat Customer Portal

sudo: ebd6cc75020f

Todd Miller Sudo CVE-2013-1775 Local Authentication Bypass Vulnerability
openSUSE-SU-2013:0495-1: sudo: fixed two security issues

90677

About the security content of OS X Mountain Lion v10.8.5 and Security Update 2013-004
Authentication bypass when clock is reset

Oracle VM Server for x86 Bulletin - July 2016

Debian -- Security Information -- DSA-2642-1 sudo

USN-1754-1: Sudo vulnerability | Ubuntu

sudo: ddf399e3e306

APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006
CVE Program record

NVD vulnerability detail

L]

About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support

Source

MLIST

APPLE

SLACKWARE

REDHAT

CONFIRM

REDHAT

CONFIRM

BID

SUSE

OSVDB

CONFIRM

CONFIRM

CONFIRM

DEBIAN

UBUNTU

CONFIRM

APPLE

CVE.ORG

NVD

Link
www.openwall.com
lists.apple.com
www.slackware.com
rhn.redhat.com
support.apple.com
rhn.redhat.com
www.sudo.ws
www.securityfocus.c
lists.opensuse.org
osvdb.org
support.apple.com
www.sudo.ws
www.oracle.com
www.debian.org
www.ubuntu.com
www.sudo.ws
lists.apple.com

WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390227 Oracle Managed Virtualization (VM) Server for x86 Security Update for sudo (OVMSA-2021-0012)

690328 Free Berkeley Software Distribution (FreeBSD) Security Update for sudo (764344fb-8214-11e2-9273-902b343deec9)
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