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Summary

CVE CVE-2013-1789

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-09 20:55:00 UTC

Updated 2013-04-10 04:00:00 UTC

Description splash/Splash.cc in poppler before 0.22.1 allows context-dependent attackers to cause a denial of service (NULL pointer dereference and crash) via vectors related to the (1) Splash::arbitraryTransformMask, (2) Splash::blitMask, and (3) Splash::scaleMaskYuXu functions.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Poppler All All All All

References

Reference Source Link

USN-1785-1: poppler vulnerabilities | Ubuntu UBUNTU ubuntu.com

poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler) CONFIRM cgit.freedesktop.org

[SECURITY] Fedora 18 Update: poppler-0.20.2-10.fc18 FEDORA lists.fedoraproject.org

PDF Fuzzing Fun Continued: Status Update | j00ru//vx tech blog MISC j00ru.vexillium.org

917109 – (CVE-2013-1789) CVE-2013-1789 poppler: Multiple null pointer de-references in the Poppler splash backend CONFIRM bugzilla.redhat.com

oss-security - Re: CVE Request: poppler 0.22.1 security fixes MLIST www.openwall.com

Security Advisory SA52846 - Ubuntu update for poppler - Secunia SECUNIA secunia.com

oss-security - Re: CVE Request: poppler 0.22.1 security fixes MLIST www.openwall.com

poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler) CONFIRM cgit.freedesktop.org

[SECURITY] Fedora 17 Update: poppler-0.18.4-4.fc17 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2013-1789/mitre
https://cve.report/CVE-2013-1789/nist
https://cve.report/CVE-2013-1789/cve_org
https://cve.report/CVE-2013-1789.pdf
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
http://ubuntu.com/usn/usn-1785-1
http://cgit.freedesktop.org/poppler/poppler/commit/?h=poppler-0.22&id=a205e71a2dbe0c8d4f4905a76a3f79ec522eacec
http://lists.fedoraproject.org/pipermail/package-announce/2013-March/100081.html
http://j00ru.vexillium.org/?p=1507
https://bugzilla.redhat.com/show_bug.cgi?id=917109
http://www.openwall.com/lists/oss-security/2013/02/28/4
http://secunia.com/advisories/52846
http://www.openwall.com/lists/oss-security/2013/02/28/8
http://cgit.freedesktop.org/poppler/poppler/commit/?h=poppler-0.22&id=a9b8ab4657dec65b8b86c225d12c533ad7e984e2
http://lists.fedoraproject.org/pipermail/package-announce/2013-March/100090.html
https://www.cve.org/CVERecord?id=CVE-2013-1789
https://nvd.nist.gov/vuln/detail/CVE-2013-1789


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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