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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The ioapic_read_indirect function in virt/kvm/ioapic.c in the Linux kernel
through 3.8.4 does not properly handle a certain combination of invalid
IOAPIC_REG_SELECT and IOAPIC_REG_WINDOW operations,
which allows guest OS users to obtain sensitive information from host
OS memory or cause a denial of service (host OS OOPS) via a crafted

application.

CVSS2 Score: 6.2 - MEDIUM

Access
Vector

Access
Complexity

Authentication

ADJACENT_NETWORK HIGH NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

COMPLETE NONE COMPLETE

CVE References

Description Tags Link

oss-security - linux kernel:
kvm: CVE-2013-179[6..8]

www.openwall.com

text/html

 MLIST [oss-security] 20130320 linux kernel: kvm: CVE-2013-179[6..8]

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0727

[security-announce]
openSUSE-SU-2013:1187-
1: important: 3.0.80 kernel
up

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:1187

kernel/git/torvalds/linux.git
- Linux kernel source tree

web.archive.org

text/html

 MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
2.6.git%3Ba=commit%3Bh=a2c118bfab8bc6b8bb213abfc35201e441693d55

CVE-2013-1798 has been assigned by  secalert@redhat.com to track the vulnerability
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- Linux kernel source tree text/html

Inactive Link Not Archived

2.6.git%3Ba=commit%3Bh=a2c118bfab8bc6b8bb213abfc35201e441693d55

[security-announce]
openSUSE-SU-2013:0925-
1: important: kernel:
security

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:0925

917017 – (CVE-2013-
1798) CVE-2013-1798
kernel: kvm: out-of-bounds
access in ioapic indirect
register reads

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=917017

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0744

USN-1809-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1809-1

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0928

USN-1812-1: Linux kernel
(Quantal HWE)
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1812-1

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0746

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:1026

Kernel Live Patch Security
Notice LSN-0065-1 ≈
Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/157233/Kernel-Live-Patch-Security-
Notice-LSN-0065-1.html

Support / Security /
Advisories / / MDVSA-
2013:176 | Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2013:176

KVM: Fix bounds checking
in ioapic indirect register
reads (CVE-2013-… ·
torvalds/linux@a2c118b ·
GitHub

Exploit

Patch

github.com

text/html

 CONFIRM
github.com/torvalds/linux/commit/a2c118bfab8bc6b8bb213abfc35201e441693d55

[security-announce]
openSUSE-SU-2013:0847-
1: important: kernel:
security

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:0847

USN-1813-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1813-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

http://lists.opensuse.org/opensuse-security-announce/2013-06/msg00005.html
https://bugzilla.redhat.com/show_bug.cgi?id=917017
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-0744.html
http://www.ubuntu.com/usn/USN-1809-1
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-0928.html
http://www.ubuntu.com/usn/USN-1812-1
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-0746.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1026.html
http://packetstormsecurity.com/files/157233/Kernel-Live-Patch-Security-Notice-LSN-0065-1.html
http://www.mandriva.com/security/advisories?name=MDVSA-2013:176
https://github.com/torvalds/linux/commit/a2c118bfab8bc6b8bb213abfc35201e441693d55
http://lists.opensuse.org/opensuse-security-announce/2013-05/msg00018.html
http://www.ubuntu.com/usn/USN-1813-1
mailto:%20comment@cve.report


← Previous ID Next ID→

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel 3.8.0 All All All

Operating
System

Linux Linux Kernel 3.8.1 All All All

Operating
System

Linux Linux Kernel 3.8.2 All All All

Operating
System

Linux Linux Kernel 3.8.3 All All All

Operating
System

Linux Linux Kernel 3.8.0 All All All

Operating
System

Linux Linux Kernel 3.8.1 All All All

Operating
System

Linux Linux Kernel 3.8.2 All All All

Operating
System

Linux Linux Kernel 3.8.3 All All All

Operating
System

Linux Linux Kernel All All All All

No vendor comments have been submitted for this CVE
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