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CVE-2013-1799

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCRINAN Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

Gnome Online Accounts (GOA) 3.6.x before 3.6.3 and 3.7.x before
3.7.91, does not properly validate SSL certificates when creating
accounts for providers who use the libsoup library, which allows man-
in-the-middle attackers to obtain sensitive information such as
credentials by sniffing the network. NOTE: this issue exists because of
an incomplete fix for CVE-2013-0240.

CVE-2013-1799 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

GNOME Online Accounts 3.7.91 released € MLIST [gnome-announce-list] 20130305 GNOME
Online Accounts 3.7.91 released

Security Advisory SA52791 - Ubuntu update for gnome- >{ SECUNIA 52791
online-accounts - Secunia

text/html

GNOME Online Accounts 3.6.3 released € MLIST [gnome-announce-list] 20130304 GNOME
Online Accounts 3.6.3 released

USN-1779-1: GNOME Online Accounts vulnerability |
Ubuntu text/html

® UBUNTU USN-1779-1

Securitv Advisorv SA51976 - GNOME Online Accounts SSL ¥ SECUNIA 51976


https://cve.report/
https://cve.report/CVE-2013-1799/mitre
https://cve.report/CVE-2013-1799/nist
https://cve.report/CVE-2013-1799/cve_org
https://cve.report/CVE-2013-1799.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://mail.gnome.org/archives/gnome-announce-list/2013-March/msg00020.html
https://web.archive.org/web/2013/http://secunia.com/advisories/52791
https://mail.gnome.org/archives/gnome-announce-list/2013-March/msg00007.html
http://ubuntu.com/usn/usn-1779-1
https://web.archive.org/web/2013/http://secunia.com/advisories/51976

Certificate Verification Security Issue - Secunia web.archive.org

text/html
openSUSE-SU-2013:0301-1: moderate: gnome-online- lists.opensuse.org 9 SUSE openSUSE-SU-2013:0301
accounts: enable ssl cer text/html

Bug 695106 — CVE-2013-1799: Do not send the credentials rEErpruacl B CONFIRM bugzilla.gnome.org/show_bug.cgi?

before notifying the user of an invalid SSL certificate text/html id=695106
Bug 693214 — CVE-2013-0240: fails to verify SSL TRzl P CONFIRM bugzilla.gnome.org/show_bug.cgi?
certificates when creating accounts text/html id=693214

Guard against invalid SSL certificates (9cf4bcOc) - Commits git.gnome.org B CONFIRM git.gnome.org/browse/gnome-online-
- GNOME / gnome-online-accounts - GitLab text/html accounts/commit/?
id=9cf4bcOced2c53bcdd36922caab5afc8al67bbd8

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 11.10 All All All
System

Operating Canonical Ubuntu Linux 12.04 - Its All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Operating Canonical Ubuntu Linux 11.10 All All All
System

Operating Canonical Ubuntu Linux 12.04 - Its All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Application Gnome Gnome Online Accounts 3.6.0 All All All
Application Gnome Gnome Online Accounts 3.6.1 All All All
Application Gnome Gnome Online Accounts 3.6.2 All All All
Application Gnome Gnome Online Accounts 3.7.1 All All All
Application Gnome Gnome Online Accounts 3.7.2 All All All
Application Gnome Gnome Online Accounts 3.7.3 All All All
Application Gnome Gnome Online Accounts 3.7.4 All All All
Application Gnome Gnome Online Accounts 3.7.90 All All All
Application Gnome Gnome Online Accounts 3.6.0 All All All

Application Gnome Gnome Online Accounts 3.6.1 All All All
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Gnome

Gnome Online Accounts

Gnome Online Accounts

Gnome Online Accounts

Gnome Online Accounts

Gnome Online Accounts

Gnome Online Accounts

Kk kKK kK,

cpe:2.3:0:canonical:ubuntu_linux:11.10:* "

Kk kKK,

cpe:2.3:0:canonical:ubuntu_linux:12.04:-:lts:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:canonical:ubuntu_linux:12.10:*:**:***:*:

Kk kKK,

cpe:2.3:0:canonical:ubuntu_linux:12.04:-:lts:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:0:canonical:ubuntu_linux:12.10:*:*:*:***:*:

cpe:2.3:a:gnome:gnome_online_accounts:3.6.0:*:*:":*:*:*:*:

cpe:2.3:a:gnome:gnome_online_accounts:3.6.1:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.6.2:*:*:":*:*:*:*:

cpe:2.3:a:gnome:gnome_online_accounts:3.7.1:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.7.2:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.7.3:*:* """

cpe:2.3:a:gnome:gnome_online_accounts:3.7.4:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnome:gnome_online_accounts:3.6.1:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnome:gnome_online_accounts:3.7.1:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.7.2:*:* "

cpe:2.3:a:gnome:gnome_online_accounts:3.7.3:*: "

cpe:2.3:a:gnome:gnome_online_accounts:3.7.4:*: "

ARk kKKK Lk,

cpe:2.3:a:gnome:gnome_online_accounts:3.7.90:*:*:**:*:*::

No vendor comments have been submitted for this CVE
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