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Summary

CVE CVE-2013-1800

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-09 20:55:00 UTC

Updated 2013-04-10 04:00:00 UTC

Description The crack gem 0.3.1 and earlier for Ruby does not properly restrict casts of string values, which might allow remote attackers to conduct object-injection attacks and execute arbitrary code, or cause a denial of service (memory and CPU consumption) by leveraging Action Pack support for (1) YAML type conversion or (2) Symbol type conversion, a similar vulnerability to CVE-2013-0156.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application John Nunemaker Crack 0.1.8 All All All

Application John Nunemaker Crack 0.2.0 All All All

Application John Nunemaker Crack 0.3.0 All All All

Application John Nunemaker Crack All All All All

Application John Nunemaker Crack 0.1.8 All All All

Application John Nunemaker Crack 0.2.0 All All All

Application John Nunemaker Crack 0.3.0 All All All

References

Reference Source

January 14, 2013: Security vulnerabilities: httparty, extlib, crack, nori: Update these gems immediately : Engine Yard Developer Center MISC

Remove support for symbol and yaml. · jnunemaker/crack@e3da121 · GitHub MISC

[security-announce] SUSE-SU-2013:0615-1: important: Security update for SUSE

917236 – (CVE-2013-1800) CVE-2013-1800 rubygem-crack: YAML parameter parsing vulnerability CONFIRM

Access Denied CONFIRM

Security Advisory SA52897 - SUSE update for rubygem-crack - Secunia SECUNIA
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https://github.com/jnunemaker/crack/commit/e3da1212a1f84a898ee3601336d1dbbf118fb5f6
http://lists.opensuse.org/opensuse-security-announce/2013-04/msg00003.html
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https://bugzilla.novell.com/show_bug.cgi?id=804721
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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