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Summary

CVE CVE-2013-1801

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-09 20:55:00 UTC

Updated 2013-04-10 04:00:00 UTC

Description The httparty gem 0.9.0 and earlier for Ruby does not properly restrict casts of string values, which might allow remote attackers to conduct object-injection attacks and execute arbitrary code, or cause a denial of service (memory and CPU consumption) by leveraging Action Pack support for YAML type conversion, a similar vulnerability to CVE-2013-0156.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application John Nunemaker Httparty 0.1.0 All All All

Application John Nunemaker Httparty 0.1.1 All All All

Application John Nunemaker Httparty 0.1.2 All All All

Application John Nunemaker Httparty 0.1.3 All All All

Application John Nunemaker Httparty 0.1.5 All All All

Application John Nunemaker Httparty 0.1.6 All All All

Application John Nunemaker Httparty 0.1.7 All All All

Application John Nunemaker Httparty 0.1.8 All All All

Application John Nunemaker Httparty 0.2.0 All All All

Application John Nunemaker Httparty 0.2.1 All All All

Application John Nunemaker Httparty 0.2.10 All All All

Application John Nunemaker Httparty 0.2.2 All All All

Application John Nunemaker Httparty 0.2.3 All All All

Application John Nunemaker Httparty 0.2.4 All All All

Application John Nunemaker Httparty 0.2.5 All All All

Application John Nunemaker Httparty 0.2.6 All All All

Application John Nunemaker Httparty 0.2.7 All All All
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Application John Nunemaker Httparty 0.2.7 All All All

Application John Nunemaker Httparty 0.2.8 All All All

Application John Nunemaker Httparty 0.2.9 All All All

Application John Nunemaker Httparty 0.3.0 All All All

Application John Nunemaker Httparty 0.3.1 All All All

Application John Nunemaker Httparty 0.4.0 All All All

Application John Nunemaker Httparty 0.4.1 All All All

Application John Nunemaker Httparty 0.4.2 All All All

Application John Nunemaker Httparty 0.4.3 All All All

Application John Nunemaker Httparty 0.4.4 All All All

Application John Nunemaker Httparty 0.4.5 All All All

Application John Nunemaker Httparty 0.5.0 All All All

Application John Nunemaker Httparty 0.5.1 All All All

Application John Nunemaker Httparty 0.5.2 All All All

Application John Nunemaker Httparty 0.6.0 All All All

Application John Nunemaker Httparty 0.6.1 All All All

Application John Nunemaker Httparty 0.7.0 All All All

Application John Nunemaker Httparty 0.7.1 All All All

Application John Nunemaker Httparty 0.7.2 All All All

Application John Nunemaker Httparty 0.7.3 All All All

Application John Nunemaker Httparty 0.7.4 All All All

Application John Nunemaker Httparty 0.7.5 All All All

Application John Nunemaker Httparty 0.7.6 All All All

Application John Nunemaker Httparty 0.7.7 All All All

Application John Nunemaker Httparty 0.7.8 All All All

Application John Nunemaker Httparty 0.8.0 All All All

Application John Nunemaker Httparty 0.8.1 All All All

Application John Nunemaker Httparty 0.8.2 All All All

Application John Nunemaker Httparty 0.8.3 All All All

Application John Nunemaker Httparty All All All All

Application John Nunemaker Httparty 0.1.0 All All All

Application John Nunemaker Httparty 0.1.1 All All All

Application John Nunemaker Httparty 0.1.2 All All All

Application John Nunemaker Httparty 0.1.3 All All All

Application John Nunemaker Httparty 0.1.5 All All All

Application John Nunemaker Httparty 0.1.6 All All All
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Application John Nunemaker Httparty 0.8.0 All All All

Application John Nunemaker Httparty 0.8.1 All All All

Application John Nunemaker Httparty 0.8.2 All All All

Application John Nunemaker Httparty 0.8.3 All All All

References

Reference Source

January 14, 2013: Security vulnerabilities: httparty, extlib, crack, nori: Update these gems immediately : Engine Yard Developer Center MISC

Ruby HTTParty CVE-2013-1801 Parameter Parsing Vulnerability BID

917229 – (CVE-2013-1801) CVE-2013-1801 rubygem-httparty: YAML parameter parsing vulnerability MISC

Remove yaml due to possible security risk. · jnunemaker/httparty@53a8124 · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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