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Summary

CVE CVE-2013-1808

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-02 03:23:00 UTC

Updated 2023-11-07 02:14:00 UTC

Description Cross-site scripting (XSS) vulnerability in ZeroClipboard.swf and ZeroClipboard10.swf in ZeroClipboard before 1.0.8, as used in em-shorty, RepRapCalculator, Fulcrum, Django, aCMS, and other products, allows remote attackers to inject arbitrary web script or HTML via the id parameter. NOTE: this is might be the same vulnerability as CVE-2013-1463. If so, it is likely that CVE-2013-1463 will be REJECTed.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zeroclipboard Project Zeroclipboard 1.0.5 All All All

Application Zeroclipboard Project Zeroclipboard 1.0.5 All All All

Application Zeroclipboard Project Zeroclipboard All All All All

References

Reference

Full Disclosure: XSS vulnerabilities in ZeroClipboard

Full Disclosure: XSS and FPD vulnerabilities in ZeroClipboard in multiple themes for WordPress

Full Disclosure: XSS vulnerabilities in ZeroClipboard in multiple plugins for WordPress

Page not found · GitHub · GitHub

oss-security - Re: WordPress plugins vulnerable to CVE-2013-1808

oss-security - Re: [Full-disclosure] XSS vulnerabilities in em-shorty, RepRapCalculator, Fulcrum, Django and aCMS - ZeroClipboard.swf

Full Disclosure: XSS vulnerabilities in YAML, Multiproject for Trac, UserCollections for Piwigo, TAO and TableTools for DataTables for jQuery

Уведомление о безопасности: XSS vulnerabilities in em-shorty, RepRapCalculator, Fulcrum, Django and aCMS - ошибки и эксплоиты

Red Hat Customer Portal

Full Disclosure: XSS vulnerabilities in em-shorty, RepRapCalculator, Fulcrum, Django and aCMS

access.redhat.com | CVE-2013-1808
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https://github.com/jonrohan/ZeroClipboard/blob/master/docs/releases.md#zeroclipboard-108
http://www.openwall.com/lists/oss-security/2013/03/26/8
http://www.openwall.com/lists/oss-security/2013/03/03/3
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oss-security - XSS vulnerabilities in ZeroClipboard and multiple web applications

Уведомление о безопасности: XSS vulnerabilities in ZeroClipboard - ошибки и эксплоиты

Уведомление о безопасности: XSS vulnerabilities in YAML, Multiproject for Trac, UserCollections for Piwigo, TAO and TableTools for DataTables for jQuery - ошибки и эксплоиты

Jenkins Security Advisory 2013-05-02 - Security Advisories - Jenkins Wiki

escape fix becuse XSS risk like · zeroclipboard/zeroclipboard@a0e0293 · GitHub

ZeroClipboard 'ZeroClipboard10.swf' Cross Site Scripting Vulnerability

918054 – (CVE-2013-1808) CVE-2013-1808 stapler-adjunct-zeroclipboard: XSS via copying XSS payload into buffer

CloudBees: The Java PaaS Company

oss-security - WordPress plugins vulnerable to CVE-2013-1808

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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