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Summary

CVE CVE-2013-1813

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-23 11:55:00 UTC

Updated 2020-08-27 20:15:00 UTC

Description util-linux/mdev.c in BusyBox before 1.21.0 uses 0777 permissions for parent directories when creating nested directories under /dev/, which allows local users to have unknown impact and attack vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Busybox Busybox 0.38 All All All

Application Busybox Busybox 0.39 All All All

Application Busybox Busybox 0.40 All All All

Application Busybox Busybox 0.41 All All All

Application Busybox Busybox 0.42 All All All

Application Busybox Busybox 0.43 All All All

Application Busybox Busybox 0.45 All All All

Application Busybox Busybox 0.46 All All All

Application Busybox Busybox 0.47 All All All

Application Busybox Busybox 0.48 All All All

Application Busybox Busybox 0.49 All All All

Application Busybox Busybox 0.50 All All All

Application Busybox Busybox 0.51 All All All

Application Busybox Busybox 0.52 All All All

Application Busybox Busybox 0.60.0 All All All

Application Busybox Busybox 0.60.1 All All All

Application Busybox Busybox 0.60.2 All All All
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Application Busybox Busybox 0.60.2 All All All

Application Busybox Busybox 0.60.3 All All All

Application Busybox Busybox 0.60.4 All All All

Application Busybox Busybox 0.60.5 All All All

Application Busybox Busybox 1.00 All All All

Application Busybox Busybox 1.01 All All All

Application Busybox Busybox 1.1.0 All All All

Application Busybox Busybox 1.1.1 All All All

Application Busybox Busybox 1.1.2 All All All

Application Busybox Busybox 1.1.3 All All All

Application Busybox Busybox 1.10.0 All All All

Application Busybox Busybox 1.10.1 All All All

Application Busybox Busybox 1.10.2 All All All

Application Busybox Busybox 1.10.3 All All All

Application Busybox Busybox 1.10.4 All All All

Application Busybox Busybox 1.11.0 All All All

Application Busybox Busybox 1.11.1 All All All

Application Busybox Busybox 1.11.2 All All All

Application Busybox Busybox 1.11.3 All All All

Application Busybox Busybox 1.12.0 All All All

Application Busybox Busybox 1.12.1 All All All

Application Busybox Busybox 1.12.2 All All All

Application Busybox Busybox 1.12.3 All All All

Application Busybox Busybox 1.12.4 All All All

Application Busybox Busybox 1.13.0 All All All

Application Busybox Busybox 1.13.1 All All All

Application Busybox Busybox 1.13.2 All All All

Application Busybox Busybox 1.13.3 All All All

Application Busybox Busybox 1.13.4 All All All

Application Busybox Busybox 1.14.0 All All All

Application Busybox Busybox 1.14.1 All All All

Application Busybox Busybox 1.14.2 All All All

Application Busybox Busybox 1.14.3 All All All

Application Busybox Busybox 1.14.4 All All All

Application Busybox Busybox 1.15.0 All All All

Application Busybox Busybox 1.15.1 All All All

http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox
http://cve.report/vendor/busybox
http://cve.report/software/busybox/busybox


Application Busybox Busybox 1.15.2 All All All

Application Busybox Busybox 1.15.3 All All All

Application Busybox Busybox 1.16.0 All All All

Application Busybox Busybox 1.16.1 All All All

Application Busybox Busybox 1.16.2 All All All

Application Busybox Busybox 1.17.0 All All All

Application Busybox Busybox 1.17.1 All All All

Application Busybox Busybox 1.17.2 All All All

Application Busybox Busybox 1.17.3 All All All

Application Busybox Busybox 1.17.4 All All All

Application Busybox Busybox 1.18.0 All All All

Application Busybox Busybox 1.18.1 All All All

Application Busybox Busybox 1.18.2 All All All

Application Busybox Busybox 1.18.3 All All All

Application Busybox Busybox 1.18.4 All All All

Application Busybox Busybox 1.18.5 All All All

Application Busybox Busybox 1.19.0 All All All

Application Busybox Busybox 1.19.2 All All All

Application Busybox Busybox 1.19.3 All All All

Application Busybox Busybox 1.19.4 All All All

Application Busybox Busybox 1.2.0 All All All

Application Busybox Busybox 1.2.1 All All All

Application Busybox Busybox 1.2.2 All All All

Application Busybox Busybox 1.2.2.1 All All All

Application Busybox Busybox 1.20.0 All All All

Application Busybox Busybox 1.20.1 All All All

Application Busybox Busybox 1.3.0 All All All

Application Busybox Busybox 1.3.1 All All All

Application Busybox Busybox 1.3.2 All All All

Application Busybox Busybox 1.4.0 All All All

Application Busybox Busybox 1.4.1 All All All

Application Busybox Busybox 1.4.2 All All All

Application Busybox Busybox 1.5.0 All All All

Application Busybox Busybox 1.5.1 All All All

Application Busybox Busybox 1.6.0 All All All

Application Busybox Busybox 1.6.1 All All All
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Application Busybox Busybox 1.6.1 All All All

Application Busybox Busybox 1.7.0 All All All

Application Busybox Busybox 1.7.1 All All All

Application Busybox Busybox 1.7.2 All All All

Application Busybox Busybox 1.7.3 All All All

Application Busybox Busybox 1.8.0 All All All

Application Busybox Busybox 1.8.1 All All All

Application Busybox Busybox 1.8.2 All All All

Application Busybox Busybox 1.9.0 All All All

Application Busybox Busybox 1.9.1 All All All

Application Busybox Busybox 1.9.2 All All All

Application Busybox Busybox 0.38 All All All

Application Busybox Busybox 0.39 All All All

Application Busybox Busybox 0.40 All All All

Application Busybox Busybox 0.41 All All All

Application Busybox Busybox 0.42 All All All

Application Busybox Busybox 0.43 All All All

Application Busybox Busybox 0.45 All All All

Application Busybox Busybox 0.46 All All All

Application Busybox Busybox 0.47 All All All

Application Busybox Busybox 0.48 All All All

Application Busybox Busybox 0.49 All All All

Application Busybox Busybox 0.50 All All All

Application Busybox Busybox 0.51 All All All

Application Busybox Busybox 0.52 All All All

Application Busybox Busybox 0.60.0 All All All

Application Busybox Busybox 0.60.1 All All All

Application Busybox Busybox 0.60.2 All All All

Application Busybox Busybox 0.60.3 All All All

Application Busybox Busybox 0.60.4 All All All

Application Busybox Busybox 0.60.5 All All All

Application Busybox Busybox 1.00 All All All

Application Busybox Busybox 1.01 All All All

Application Busybox Busybox 1.1.0 All All All

Application Busybox Busybox 1.1.1 All All All

Application Busybox Busybox 1.1.2 All All All
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Application Busybox Busybox 1.1.3 All All All

Application Busybox Busybox 1.10.0 All All All

Application Busybox Busybox 1.10.1 All All All

Application Busybox Busybox 1.10.2 All All All

Application Busybox Busybox 1.10.3 All All All

Application Busybox Busybox 1.10.4 All All All

Application Busybox Busybox 1.11.0 All All All

Application Busybox Busybox 1.11.1 All All All

Application Busybox Busybox 1.11.2 All All All

Application Busybox Busybox 1.11.3 All All All

Application Busybox Busybox 1.12.0 All All All

Application Busybox Busybox 1.12.1 All All All

Application Busybox Busybox 1.12.2 All All All

Application Busybox Busybox 1.12.3 All All All

Application Busybox Busybox 1.12.4 All All All

Application Busybox Busybox 1.13.0 All All All

Application Busybox Busybox 1.13.1 All All All

Application Busybox Busybox 1.13.2 All All All

Application Busybox Busybox 1.13.3 All All All

Application Busybox Busybox 1.13.4 All All All

Application Busybox Busybox 1.14.0 All All All

Application Busybox Busybox 1.14.1 All All All

Application Busybox Busybox 1.14.2 All All All

Application Busybox Busybox 1.14.3 All All All

Application Busybox Busybox 1.14.4 All All All

Application Busybox Busybox 1.15.0 All All All

Application Busybox Busybox 1.15.1 All All All

Application Busybox Busybox 1.15.2 All All All

Application Busybox Busybox 1.15.3 All All All

Application Busybox Busybox 1.16.0 All All All

Application Busybox Busybox 1.16.1 All All All

Application Busybox Busybox 1.16.2 All All All

Application Busybox Busybox 1.17.0 All All All

Application Busybox Busybox 1.17.1 All All All

Application Busybox Busybox 1.17.2 All All All
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Application Busybox Busybox 1.17.3 All All All

Application Busybox Busybox 1.17.4 All All All

Application Busybox Busybox 1.18.0 All All All

Application Busybox Busybox 1.18.1 All All All

Application Busybox Busybox 1.18.2 All All All

Application Busybox Busybox 1.18.3 All All All

Application Busybox Busybox 1.18.4 All All All

Application Busybox Busybox 1.18.5 All All All

Application Busybox Busybox 1.19.0 All All All

Application Busybox Busybox 1.19.2 All All All

Application Busybox Busybox 1.19.3 All All All

Application Busybox Busybox 1.19.4 All All All

Application Busybox Busybox 1.2.0 All All All

Application Busybox Busybox 1.2.1 All All All

Application Busybox Busybox 1.2.2 All All All

Application Busybox Busybox 1.2.2.1 All All All

Application Busybox Busybox 1.20.0 All All All

Application Busybox Busybox 1.20.1 All All All

Application Busybox Busybox 1.3.0 All All All

Application Busybox Busybox 1.3.1 All All All

Application Busybox Busybox 1.3.2 All All All

Application Busybox Busybox 1.4.0 All All All

Application Busybox Busybox 1.4.1 All All All

Application Busybox Busybox 1.4.2 All All All

Application Busybox Busybox 1.5.0 All All All

Application Busybox Busybox 1.5.1 All All All

Application Busybox Busybox 1.6.0 All All All

Application Busybox Busybox 1.6.1 All All All

Application Busybox Busybox 1.7.0 All All All

Application Busybox Busybox 1.7.1 All All All

Application Busybox Busybox 1.7.2 All All All

Application Busybox Busybox 1.7.3 All All All

Application Busybox Busybox 1.8.0 All All All

Application Busybox Busybox 1.8.1 All All All

Application Busybox Busybox 1.8.2 All All All

Application Busybox Busybox 1.9.0 All All All
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Application Busybox Busybox 1.9.0 All All All

Application Busybox Busybox 1.9.1 All All All

Application Busybox Busybox 1.9.2 All All All

Application Busybox Busybox All All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System T-mobile Tm-ac1900 3.0.0.4.376_3169 All All All

Operating System T-mobile Tm-ac1900 3.0.0.4.376_3169 All All All
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Full Disclosure: SEC Consult SA-20200312-0 :: Authenticated Command Injection in Phoenix Contact TC Router & TC Cloud Client FULLDISC

Red Hat Customer Portal REDHAT

How-to guides: Wi-Fi CellSpot Router | T-Mobile Support CONFIRM

WAGO 852 Industrial Managed Switch Series Code Execution / Hardcoded Credentials ≈ Packet Storm MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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