VE-2013-1834
Published on: 03/25/2013 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:33 PM UTC

CVE-2013-1834

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVN/AC:LIAUSIC:NIPIAN Certain versions of Moodle from Moodle contain the foIIowing
vulnerability:

notes/edit.php in Moodle 1.9.x through 1.9.19, 2.x through 2.1.10, 2.2.x
before 2.2.8, 2.3.x before 2.3.5, and 2.4.x before 2.4.2 allows remote
authenticated users to reassign notes via a modified (1) userid or (2)
courseid field.

CVE-2013-1834 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[SECURITY] Fedora 17 Update: moodie-2.2.9- FEDORA FEDORA-2013-4404

14c17

Official Moodle git projects - moodle.git/search [N sz CONFIRM git.moodle.org/gw?
p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-37411

[SECURITY] Fedora 18 Update: moodie-2.3.6- FEDORA FEDORA-2013-4387

1fc8

oss-security - Moodle security notifications ¢ > MLIST [oss-security] 20130325 Moodle security notifications

public public

Moodle.org: MSA-13-0017: Form manipulation @ CONFIRM moodle.org/mod/forum/discuss.php?d=225346

issue in notes
text/html



https://cve.report/
https://cve.report/CVE-2013-1834/mitre
https://cve.report/CVE-2013-1834/nist
https://cve.report/CVE-2013-1834/cve_org
https://cve.report/CVE-2013-1834.pdf
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/101310.html
http://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-37411
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/101358.html
http://openwall.com/lists/oss-security/2013/03/25/2
https://moodle.org/mod/forum/discuss.php?d=225346

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Moodle Moodle 1.9.1 All All All
Application Moodle Moodle 1.9.10 All All All
Application Moodle Moodle 1.9.11 All All All
Application Moodle Moodle 1.9.12 All All All
Application Moodle Moodle 1.9.13 All All All
Application Moodle Moodle 1.9.14 All All All
Application Moodle Moodle 1.9.15 All All All
Application Moodle Moodle 1.9.16 All All All
Application Moodle Moodle 1.9.17 All All All
Application Moodle Moodle 1.9.18 All All All
Application Moodle Moodle 1.9.19 All All All
Application Moodle Moodle 1.9.2 All All All
Application Moodle Moodle 1.9.3 All All All
Application Moodle Moodle 1.94 All All All
Application Moodle Moodle 1.9.5 All All All
Application Moodle Moodle 1.9.6 All All All
Application Moodle Moodle 1.9.7 All All All
Application Moodle Moodle 1.9.8 All All All
Application Moodle Moodle 1.9.9 All All All
Application Moodle Moodle 2.0.0 All All All
Application Moodle Moodle 2.0.1 All All All
Application Moodle Moodle 2.0.2 All All All
Application Moodle Moodle 2.0.3 All All All
Application Moodle Moodle 2.04 All All All
Application Moodle Moodle 2.05 All All All
Application Moodle Moodle 2.0.6 All All All
Application Moodle Moodle 2.0.7 All All All

Application Moodle Moodle 2.0.8 All All All
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cpe:2.3:a:moodle:moodle:1.9.1:

SRk kKK oKLk

cpe:2.3:a:xmoodle:moodle:1.9.10:":* %"

cpe:2.3:a:moodle:moodle:1.9.2:% % "

cpe:2.3:a:moodle:moodle:1.9.3:* % "

cpe:2.3:a:moodle:moodle:1.9.4: %

cpe:2.3:a:moodle:moodle:1.9.5:%

cpe:2.3:a:moodle:moodle:1.9.6:*:

cpe:2.3:a:moodle:moodle:1.9.7:*

cpe:2.3:a:moodle:moodle:1.9.8:*:*:

cpe:2.3:a:moodle:moodle:1.9.9: " ™
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cpe:2.3:a:moodle:moodle:2.0.0:*:*:*:**

cpe:2.3:a:moodle:moodle:2.0.1 %%

cpe:2.3:a:moodle:moodle:2.0.2: " :*:

cpe:2.3:a:moodle:moodle:2.0.3: ™

cpe:2.3:a:moodle:moodle:2.0.4:*:* ™

cpe:2.3:a:moodle:moodle:2.0.5:***:**:*:*:

cpe:2.3:a:moodle:moodle:2.0.6:*:*: " :*:

cpe:2.3:a:moodle:moodle:2.0.7:

cpe:2.3:a:moodle:moodle:2.0.8:*:*:*:**:*:*:

cpe:2.3:a:moodle:moodle:2.0.9:*:**:**:*:*:

cpe:2.3:a:xmoodle:moodle:2.1.0:* %"

cpe:2.3:a:xmoodle:moodle:2.1.1: % "

cpe:2.3:a:xmoodle:moodle:2.1.2:* %"

cpe:2.3:a:moodle:moodle:2.1.3:* % "

cpe:2.3:a:xmoodle:moodle:2.1.4:*:* "

cpe:2.3:a:moodle:moodle:2.1.5:% % "

cpe:2.3:a:moodle:moodle:2.1.6:*:*: "

cpe:2.3:a:moodle:moodle:2.1.7:* % "

cpe:2.3:a:moodle:moodle:2.1.8:*:*: "

cpe:2.3:a:moodle:moodle:2.1.9:*: "

cpe:2.3:a:moodle:moodle:2.2.0:*: % "

cpe:2.3:a:moodle:moodle:2.2.1:** "

cpe:2.3:a:moodle:moodle:2.2.2:% %

cpe:2.3:a:moodle:moodle:2.2.3:* %

cpe:2.3:a:moodle:moodle:2.2.4: %%

cpe:2.3:a:moodle:moodle:2.2.5:% %

cpe:2.3:a:moodle:moodle:2.2.6:*: %

AnntD iarmAandlasmanAdlAD D Tk ckak ok okak ok,



UMG.L.0.AUVUUIGHTIVVUUIG.Cobef 0 v v o v e s

cpe:2.3:a:moodle:moodle:2.3.0:* %

cpe:2.3:a:moodle:moodle:2.3.1: ™

cpe:2.3:a:moodle:moodle:2.3.2:

cpe:2.3:a:moodle:moodle:2.3.3:

cpe:2.3:a:moodle:moodle:2.3.4:

cpe:2.3:a:moodle:moodle:2.4.0:

cpe:2.3:a:moodle:moodle:2.4.1:

cpe:2.3:a:moodle:moodle:1.9.1: %

cpe:2.3:a:moodle:moodle:1.9.10:****:

Kk ok kKKK,

cpe:2.3:a:moodle:moodle:1.9.11 %

Kk ok ok kKK,

cpe:2.3:a:xmoodle:moodle:1.9.12:% "%

cpe:2.3:a:moodle:moodle:1.9.2:% % "

cpe:2.3:a:moodle:moodle:1.9.3: "

cpe:2.3:a:moodle:moodle:1.9.4:* % "

cpe:2.3:a:moodle:moodle:1.9.5:%

cpe:2.3:a:moodle:moodle:1.9.6:%: "

cpe:2.3:a:moodle:moodle:1.9.7:*

cpe:2.3:a:moodle:moodle:1.9.8:*:

cpe:2.3:a:moodle:moodle:1.9.9:*

cpe:2.3:a:moodle:moodle:2.0.0:*:*:

cpe:2.3:a:moodle:moodle:2.0.1 %%



cpe:2.3:a:moodle:moodle:2.0.2:% %

cpe:2.3:a:moodle:moodle:2.0.3:*:*:

cpe:2.3:a:moodle:moodle:2.0.4: ™

cpe:2.3:a:moodle:moodle:2.0.5:*: ™

cpe:2.3:a:moodle:moodle:2.0.6:*:*:*:**:*:*:

cpe:2.3:a:moodle:moodle:2.0.7:

cpe:2.3:a:moodle:moodle:2.0.8:*:*:*:**:*:*:

cpe:2.3:a:moodle:moodle:2.0.9:*:**:**:*:*:

cpe:2.3:a:moodle:moodle:2.1.0: 7 :*:

cpe:2.3:a:moodle:moodle:2.1.1: %

Kk kKK kK,

cpe:2.3:a:xmoodle:moodle:2.1.10: "%

cpe:2.3:a:xmoodle:moodle:2.1.2:* %"

cpe:2.3:a:xmoodle:moodle:2.1.3:* %"

cpe:2.3:a:xmoodle:moodle:2.1.4:*: % "

cpe:2.3:a:moodle:moodle:2.1.5:*: % "

cpe:2.3:a:moodle:moodle:2.1.6:*:*: "

cpe:2.3:a:xmoodle:moodle:2.1.7:* % "

cpe:2.3:a:moodle:moodle:2.1.8: %"

cpe:2.3:a:moodle:moodle:2.1.9:*:*: "

cpe:2.3:a:moodle:moodle:2.2.0:*:* "

cpe:2.3:a:moodle:moodle:2.2.1: % "

cpe:2.3:a:moodle:moodle:2.2.2:%: % "

cpe:2.3:a:moodle:moodle:2.2.3:*: % "

cpe:2.3:a:moodle:moodle:2.2.4: %%

cpe:2.3:a:moodle:moodle:2.2.5:% %

cpe:2.3:a:moodle:moodle:2.2.6:*:*:

cpe:2.3:a:moodle:moodle:2.2.7:* %

cpe:2.3:a:moodle:moodle:2.3.0:*:*



cpe:2.3:a:moodle:moodle:2.3.1 %%

cpe:2.3:a:moodle:moodle:2.3.2:% %

cpe:2.3:a:moodle:moodle:2.3.3: "

cpe:2.3:a:moodle:moodle:2.3.4:

cpe:2.3:a:moodle:moodle:2.4.0: ™

cpe:2.3:a:moodle:moodle:2.4.1: ™

No vendor comments have been submitted for this CVE
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