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CVE CVE-2013-1841
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-13 14:55:00 UTC
Updated 2017-08-29 01:33:00 UTC
Description Net-Server, when the reverse-lookups option is enabled, does not check if the hostname resolves to the source IP address,

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Seamons Net-server - All All All

Application Seamons Net-server - All All All

Reference Source L
oss-security - Re: Reverse lookup issue in Net::Server MLIST W
Net-Server 'allow_deny()' Function Security Bypass Vulnerability BID W
oss-security - Reverse lookup issue in Net::Server MLIST W

920683 — (CVE-2013-1841) CVE-2013-1841 perl-Net-Server: Improper reverse DNS matching check for the given hostname CONFIRM b

IBM X-Force Exchange XF e
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

753797 SUSE Enterprise Linux Security Update for perl-Net-Server (SUSE-SU-2023:0746-1)
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https://cve.report/CVE-2013-1841/mitre
https://cve.report/CVE-2013-1841/nist
https://cve.report/CVE-2013-1841/cve_org
https://cve.report/api/cve/CVE-2013-1841.json
https://cve.report/CVE-2013-1841.pdf
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http://cve.report/software/seamons/net-server
http://cve.report/vendor/seamons
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http://www.openwall.com/lists/oss-security/2013/03/12/2
http://www.securityfocus.com/bid/58309
http://www.openwall.com/lists/oss-security/2013/03/04/10
https://bugzilla.redhat.com/show_bug.cgi?id=920683
https://exchange.xforce.ibmcloud.com/vulnerabilities/82900
https://www.cve.org/CVERecord?id=CVE-2013-1841
https://nvd.nist.gov/vuln/detail/CVE-2013-1841
http://cve.report/qid/753797

753804 SUSE Enterprise Linux Security Update for perl-Net-Server (SUSE-SU-2023:0759-1)
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