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Summary

CVE CVE-2013-1861

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-28 23:55:00 UTC

Updated 2022-08-04 19:56:00 UTC

Description MariaDB 5.5.x before 5.5.30, 5.3.x before 5.3.13, 5.2.x before 5.2.15, and 5.1.x before 5.1.68, and Oracle MySQL 5.1.69 and earlier, 5.5.31 and earlier, and 5.6.11 and earlier allows remote attackers to cause a denial of service (crash) via a crafted geometry feature that specifies a large number of points, which is not properly handled when processing the binary representation of this feature, related to a numeric calculation error.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Mariadb Mariadb All All All All

Application Mariadb Mariadb 5.1.41 All All All

Application Mariadb Mariadb 5.1.42 All All All

Application Mariadb Mariadb 5.1.44 All All All

Application Mariadb Mariadb 5.1.47 All All All

Application Mariadb Mariadb 5.1.49 All All All

Application Mariadb Mariadb 5.1.50 All All All

Application Mariadb Mariadb 5.1.51 All All All

Application Mariadb Mariadb 5.1.53 All All All

Application Mariadb Mariadb 5.1.55 All All All

Application Mariadb Mariadb 5.1.60 All All All

Application Mariadb Mariadb 5.1.61 All All All
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Application Mariadb Mariadb 5.1.61 All All All

Application Mariadb Mariadb 5.1.62 All All All

Application Mariadb Mariadb 5.1.66 All All All

Application Mariadb Mariadb 5.1.67 All All All

Application Mariadb Mariadb 5.2.0 All All All

Application Mariadb Mariadb 5.2.1 All All All

Application Mariadb Mariadb 5.2.10 All All All

Application Mariadb Mariadb 5.2.11 All All All

Application Mariadb Mariadb 5.2.12 All All All

Application Mariadb Mariadb 5.2.13 All All All

Application Mariadb Mariadb 5.2.14 All All All

Application Mariadb Mariadb 5.2.2 All All All

Application Mariadb Mariadb 5.2.3 All All All

Application Mariadb Mariadb 5.2.4 All All All

Application Mariadb Mariadb 5.2.5 All All All

Application Mariadb Mariadb 5.2.6 All All All

Application Mariadb Mariadb 5.2.7 All All All

Application Mariadb Mariadb 5.2.8 All All All

Application Mariadb Mariadb 5.2.9 All All All

Application Mariadb Mariadb 5.3.0 All All All

Application Mariadb Mariadb 5.3.1 All All All

Application Mariadb Mariadb 5.3.10 All All All

Application Mariadb Mariadb 5.3.11 All All All

Application Mariadb Mariadb 5.3.12 All All All

Application Mariadb Mariadb 5.3.2 All All All

Application Mariadb Mariadb 5.3.3 All All All

Application Mariadb Mariadb 5.3.4 All All All

Application Mariadb Mariadb 5.3.5 All All All

Application Mariadb Mariadb 5.3.6 All All All

Application Mariadb Mariadb 5.3.7 All All All

Application Mariadb Mariadb 5.3.8 All All All

Application Mariadb Mariadb 5.3.9 All All All

Application Mariadb Mariadb 5.5.20 All All All

Application Mariadb Mariadb 5.5.21 All All All

Application Mariadb Mariadb 5.5.22 All All All

Application Mariadb Mariadb 5.5.23 All All All
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Application Mariadb Mariadb 5.5.24 All All All

Application Mariadb Mariadb 5.5.25 All All All

Application Mariadb Mariadb 5.5.27 All All All

Application Mariadb Mariadb 5.5.28 All All All

Application Mariadb Mariadb 5.5.29 All All All

Application Mariadb Mariadb 5.1.41 All All All

Application Mariadb Mariadb 5.1.42 All All All

Application Mariadb Mariadb 5.1.44 All All All

Application Mariadb Mariadb 5.1.47 All All All

Application Mariadb Mariadb 5.1.49 All All All

Application Mariadb Mariadb 5.1.50 All All All

Application Mariadb Mariadb 5.1.51 All All All

Application Mariadb Mariadb 5.1.53 All All All

Application Mariadb Mariadb 5.1.55 All All All

Application Mariadb Mariadb 5.1.60 All All All

Application Mariadb Mariadb 5.1.61 All All All

Application Mariadb Mariadb 5.1.62 All All All

Application Mariadb Mariadb 5.1.66 All All All

Application Mariadb Mariadb 5.1.67 All All All

Application Mariadb Mariadb 5.2.0 All All All

Application Mariadb Mariadb 5.2.1 All All All

Application Mariadb Mariadb 5.2.10 All All All

Application Mariadb Mariadb 5.2.11 All All All

Application Mariadb Mariadb 5.2.12 All All All

Application Mariadb Mariadb 5.2.13 All All All

Application Mariadb Mariadb 5.2.14 All All All

Application Mariadb Mariadb 5.2.2 All All All

Application Mariadb Mariadb 5.2.3 All All All

Application Mariadb Mariadb 5.2.4 All All All

Application Mariadb Mariadb 5.2.5 All All All

Application Mariadb Mariadb 5.2.6 All All All

Application Mariadb Mariadb 5.2.7 All All All

Application Mariadb Mariadb 5.2.8 All All All

Application Mariadb Mariadb 5.2.9 All All All

Application Mariadb Mariadb 5.3.0 All All All

Application Mariadb Mariadb 5.3.1 All All All
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Application Mariadb Mariadb 5.3.1 All All All

Application Mariadb Mariadb 5.3.10 All All All

Application Mariadb Mariadb 5.3.11 All All All

Application Mariadb Mariadb 5.3.12 All All All

Application Mariadb Mariadb 5.3.2 All All All

Application Mariadb Mariadb 5.3.3 All All All

Application Mariadb Mariadb 5.3.4 All All All

Application Mariadb Mariadb 5.3.5 All All All

Application Mariadb Mariadb 5.3.6 All All All

Application Mariadb Mariadb 5.3.7 All All All

Application Mariadb Mariadb 5.3.8 All All All

Application Mariadb Mariadb 5.3.9 All All All

Application Mariadb Mariadb 5.5.20 All All All

Application Mariadb Mariadb 5.5.21 All All All

Application Mariadb Mariadb 5.5.22 All All All

Application Mariadb Mariadb 5.5.23 All All All

Application Mariadb Mariadb 5.5.24 All All All

Application Mariadb Mariadb 5.5.25 All All All

Application Mariadb Mariadb 5.5.27 All All All

Application Mariadb Mariadb 5.5.28 All All All

Application Mariadb Mariadb 5.5.29 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All
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References

Reference Source Link

[security-announce] SUSE-SU-2013:1390-1: important: Security update for SUSE lists.opensuse.org

About Secunia Research | Flexera SECUNIA secunia.com

Security Advisory SA54300 - Ubuntu update for mysql - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

91415 OSVDB www.osvdb.org

Oracle Critical Patch Update - July 2013 CONFIRM www.oracle.com

Bug 919247 – CVE-2013-1861 mysql: geometry query crashes mysqld (CPU July 2013) MISC bugzilla.redhat.com

[MDEV-4252] geometry query crashes server - JIRA CONFIRM mariadb.atlassian.net

openSUSE-SU-2013:1410-1: moderate: update for mysql-community-server SUSE lists.opensuse.org

oss-sec: CVE-2013-1861 for MySQL/MariaDB: geometry query crashes mysqld MLIST seclists.org

Gentoo Linux Documentation -- MySQL: Multiple vulnerabilities GENTOO security.gentoo.org

openSUSE-SU-2013:1335-1: moderate: update for mariadb, mysql-community-s SUSE lists.opensuse.org

Debian -- Security Information -- DSA-2818-1 mysql-5.5 DEBIAN www.debian.org

MySQL and MariaDB Geometry Query Denial Of Service Vulnerability BID www.securityfocus.com

[Commits] Rev 3682: TODO-424 geometry query crashes server. in file:///home/hf/wmar/todo-424/ MLIST lists.askmonty.org

USN-1909-1: MySQL vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

[security-announce] SUSE-SU-2013:1529-1: important: Security update for SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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