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Summary

CVE CVE-2013-1862

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-10 17:55:00 UTC

Updated 2023-11-07 02:14:00 UTC

Description mod_rewrite.c in the mod_rewrite module in the Apache HTTP Server 2.2.x before 2.2.25 writes data to a log file without sanitizing non-printable characters, which might allow remote attackers to execute arbitrary commands via an HTTP request containing an escape sequence for a terminal emulator.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.16 All All All

Application Apache Http Server 2.2.17 All All All

Application Apache Http Server 2.2.18 All All All

Application Apache Http Server 2.2.19 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.20 All All All

Application Apache Http Server 2.2.21 All All All
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Application Apache Http Server 2.2.21 All All All

Application Apache Http Server 2.2.22 All All All

Application Apache Http Server 2.2.23 All All All

Application Apache Http Server 2.2.24 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.16 All All All

Application Apache Http Server 2.2.17 All All All

Application Apache Http Server 2.2.18 All All All

Application Apache Http Server 2.2.19 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.20 All All All

Application Apache Http Server 2.2.21 All All All

Application Apache Http Server 2.2.22 All All All

Application Apache Http Server 2.2.23 All All All

Application Apache Http Server 2.2.24 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All
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Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Application Oracle Http Server 10.1.3.5.0 All All All

Application Oracle Http Server 11.1.1.7.0 All All All

Application Oracle Http Server 12.1.2.0 All All All

Application Oracle Http Server 12.1.3.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Eus 5.9 All All All

Operating System Redhat Enterprise Linux Eus 6.4 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Aus 5.9 All All All

Operating System Redhat Enterprise Linux Server Aus 6.4 All All All

Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All
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