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Summary

CVE CVE-2013-1864

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-23 14:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description The Portable Tool Library (aka PTLib) before 2.10.10, as used in Ekiga before 4.0.1, does not properly detect recursion during entity expansion, which allows remote attackers to cause a denial of service (memory and CPU consumption) via a crafted PXML document containing a large number of nested entity references, aka a "billion laughs attack."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ekiga Ekiga All All All All

Application Opalvoip Portable Tool Library 2.10.1 All All All

Application Opalvoip Portable Tool Library 2.10.2 All All All

Application Opalvoip Portable Tool Library 2.10.7 All All All

Application Opalvoip Portable Tool Library 2.10.9 All All All

Application Opalvoip Portable Tool Library 2.10.1 All All All

Application Opalvoip Portable Tool Library 2.10.2 All All All

Application Opalvoip Portable Tool Library 2.10.7 All All All

Application Opalvoip Portable Tool Library 2.10.9 All All All

Operating System Suse Suse Linux Enterprise Desktop 11.0 sp3 All All

Operating System Suse Suse Linux Enterprise Desktop 11.0 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All
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91439 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Page not found - SourceForge.net CONFIRM sourceforge.net Exploit, Patch
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Security Advisory SA52659 - Ptlib Entity Expansion Denial of Service Vulnerability - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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