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CVE CVE-2013-1869
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-01 06:35:00 UTC
Updated 2022-02-03 16:26:00 UTC
Description CRLF injection vulnerability in spacewalk-java before 2.1.148-1 and Red Hat Network (RHN) Satellite 5.6 allows remote att:

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Network Satellite 5.6 All All All
Application Redhat Network Satellite 5.6 All All All
Application Redhat Satellite 5.6 All All All
Application Redhat Spacewalk-java All All All All
References
Reference Source Link Tags
923464 — (CVE-2013-1869) CVE-2013-1869 Satellite/Spacewalk: header injection flaw CONFIRM  bugzilla.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com Vendor .
SUSE-SU-2014:0222-1 SUSE www.suse.com
Security Advisory SA56952 - SUSE update for Multiple Spacewalk Packages - Secunia SECUNIA  secunia.com Vendor ,

spacewalk.git - Spacewalk is an open source Linux and Solaris systems management solution. CONFIRM git.fedorahosted.org Patch

CVE Program record CVE.ORG www.cve.org canonici
NVD vulnerability detail NVD nvd.nist.gov canonic
a ey

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/spacewalk-java
https://bugzilla.redhat.com/show_bug.cgi?id=923464
http://rhn.redhat.com/errata/RHSA-2014-0148.html
https://www.suse.com/support/update/announcement/2014/suse-su-20140222-1.html
http://secunia.com/advisories/56952
https://git.fedorahosted.org/cgit/spacewalk.git/commit/?id=18c70164285cae0660fa3ac55c6656bb19b3b13f
https://www.cve.org/CVERecord?id=CVE-2013-1869
https://nvd.nist.gov/vuln/detail/CVE-2013-1869

There are currently no legacy QID mappings associated with this CVE.
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