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Summary

CVE CVE-2013-1886

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-24 16:55:00 UTC

Updated 2015-08-26 16:08:00 UTC

Description Format string vulnerability in the token processing system (pki-tps) in Red Hat Certificate System (RHCS) 8.1 and possibly Dogtag Certificate System 9 and 10 allows remote authenticated users to cause a denial of service (crash) and possibly execute arbitrary code via format string specifiers in unspecified vectors, related to viewing certificates.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Certificate System 8.1 All All All

Application Redhat Certificate System 8.1 All All All

Application Redhat Dogtag Certificate System 10.0 All All All

Application Redhat Dogtag Certificate System 9.0 All All All

Application Redhat Dogtag Certificate System 10.0 All All All

Application Redhat Dogtag Certificate System 9.0 All All All

References

Reference Source Link

Red Hat Certificate System Bugs Permit Cross-Site Scripting and Format String Code Execution Attacks - SecurityTracker SECTRACK www.securitytracker.com

93613 OSVDB osvdb.org

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Certificate System CVE-2013-1886 Format String Vulnerability BID www.securityfocus.com

924870 – (CVE-2013-1886) CVE-2013-1886 Certificate System: pki-tps format string injection CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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