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CVE CVE-2013-1895
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-28 15:15:00 UTC
Updated 2020-02-04 16:49:00 UTC
Description The py-bcrypt module before 0.3 for Python does not properly handle concurrent memory access, which allows attackers tc

/ |

1|

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 17 All All All
Operating System Fedoraproject Fedora 18 All All All
Operating System Fedoraproject Fedora 17 All All All
Operating System Fedoraproject Fedora 18 All All All
Application Python Py-berypt All All All All
Application Python Py-bcrypt All All All All

References |
Reference Source Link Tags
oss-security - CVE-2013-1895 py-bcrypt 0.2 concurrency vulnerability (auth bypass) MISC www.openwall.com Mailing 1
[SECURITY] Fedora 18 Update: py-bcrypt-0.3-1.fc18 MISC lists.fedoraproject.org Third Pa
Python 'py-berypt' Module CVE-2013-1895 Authentication Bypass Vulnerability MISC www.securityfocus.com Third Pa
[SECURITY] Fedora 17 Update: py-bcrypt-0.3-1.fc17 MISC lists.fedoraproject.org Third Pa
IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com  Third Pa
CVE Program record CVE.ORG www.cve.org canonice
NVD vulnerability detail NVD nvd.nist.gov canonicz
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http://cve.report/vendor/python
http://cve.report/software/python/py-bcrypt
http://cve.report/vendor/python
http://cve.report/software/python/py-bcrypt
http://www.openwall.com/lists/oss-security/2013/03/26/2
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/101382.html
http://www.securityfocus.com/bid/58702
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/101387.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/83039
https://www.cve.org/CVERecord?id=CVE-2013-1895
https://nvd.nist.gov/vuln/detail/CVE-2013-1895

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980442 Python (pip) Security Update for py-bcrypt (GHSA-r838-q6jp-58xx)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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