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CVE-2013-1897

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of 389 Directory Server from Fedoraproject contain
the following vulnerability:

The do_search function in ldap/servers/slapd/search.c in 389 Directory
Server 1.2.x before 1.2.11.20 and 1.3.x before 1.3.0.5 does not
properly restrict access to entries when the nsslapd-allow-anonymous-
access configuration is set to rootdse and the BASE search scope is
used, which allows remote attackers to obtain sensitive information

outside of the rootDSE via a crafted LDAP search.

CVSS2 Score: 2.6 - LOW

Access
Vector

Access
Complexity

Authentication

NETWORK HIGH NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL NONE NONE

CVE References

Description Tags Link

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0742

[SECURITY] Fedora 18 Update: 389-ds-base-
1.3.0.5-1.fc18

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-4578

Bug 928105 – CVE-2013-1897 389-ds:
unintended information exposure when rootdse
is enabled

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=928105

Issue #3540: CVE-2013-1897 389-ds:
unintended information exposure when rootdse
is enabled [fedora-all] - freeipa - Pagure.io

Vendor Advisory

fedorahosted.org

text/html

 CONFIRM fedorahosted.org/freeipa/ticket/3540

CVE-2013-1897 has been assigned by  secalert@redhat.com to track the vulnerability

 �

�
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https://bugzilla.redhat.com/show_bug.cgi?id=928105
https://fedorahosted.org/freeipa/ticket/3540


is enabled [fedora-all] - freeipa - Pagure.io text/html

Issue #47308: unintended information exposure
when anonymous access is set to rootdse - 389-
ds-base - Pagure.io

fedorahosted.org

text/html

 CONFIRM fedorahosted.org/389/ticket/47308

Infrastructure/Fedorahosted-retirement - Fedora
Project Wiki

git.fedorahosted.org

text/html

 CONFIRM git.fedorahosted.org/cgit/389/ds.git/commit/?
h=389-ds-base-
1.2.11&id=5a18c828533a670e7143327893f8171a19062286

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject 389 Directory Server 1.2.1 All All All

Application Fedoraproject 389 Directory Server 1.2.10 All All All

Application Fedoraproject 389 Directory Server 1.2.10 alpha8 All All

Application Fedoraproject 389 Directory Server 1.2.10 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.10.11 All All All

Application Fedoraproject 389 Directory Server 1.2.10.2 All All All

Application Fedoraproject 389 Directory Server 1.2.10.3 All All All

Application Fedoraproject 389 Directory Server 1.2.10.4 All All All

Application Fedoraproject 389 Directory Server 1.2.11.1 All All All

Application Fedoraproject 389 Directory Server 1.2.11.10 All All All

Application Fedoraproject 389 Directory Server 1.2.11.11 All All All

Application Fedoraproject 389 Directory Server 1.2.11.12 All All All

Application Fedoraproject 389 Directory Server 1.2.11.13 All All All

Application Fedoraproject 389 Directory Server 1.2.11.14 All All All

Application Fedoraproject 389 Directory Server 1.2.11.15 All All All

Application Fedoraproject 389 Directory Server 1.2.11.17 All All All

Application Fedoraproject 389 Directory Server 1.2.11.19 All All All

Application Fedoraproject 389 Directory Server 1.2.11.5 All All All

Application Fedoraproject 389 Directory Server 1.2.11.6 All All All

Application Fedoraproject 389 Directory Server 1.2.11.8 All All All

Application Fedoraproject 389 Directory Server 1.2.11.9 All All All

Application Fedoraproject 389 Directory Server 1.2.2 All All All

Application Fedoraproject 389 Directory Server 1.2.3 All All All
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Application Fedoraproject 389 Directory Server 1.2.5 All All All

Application Fedoraproject 389 Directory Server 1.2.5 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.5 rc2 All All

Application Fedoraproject 389 Directory Server 1.2.5 rc3 All All

Application Fedoraproject 389 Directory Server 1.2.5 rc4 All All

Application Fedoraproject 389 Directory Server 1.2.6 All All All

Application Fedoraproject 389 Directory Server 1.2.6 a2 All All

Application Fedoraproject 389 Directory Server 1.2.6 a3 All All

Application Fedoraproject 389 Directory Server 1.2.6 a4 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc2 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc3 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc6 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc7 All All

Application Fedoraproject 389 Directory Server 1.2.6.1 All All All

Application Fedoraproject 389 Directory Server 1.2.7 alpha3 All All

Application Fedoraproject 389 Directory Server 1.2.7.5 All All All

Application Fedoraproject 389 Directory Server 1.2.8 alpha1 All All

Application Fedoraproject 389 Directory Server 1.2.8 alpha2 All All

Application Fedoraproject 389 Directory Server 1.2.8 alpha3 All All

Application Fedoraproject 389 Directory Server 1.2.8 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.8 rc2 All All

Application Fedoraproject 389 Directory Server 1.2.8.1 All All All

Application Fedoraproject 389 Directory Server 1.2.8.2 All All All

Application Fedoraproject 389 Directory Server 1.2.8.3 All All All

Application Fedoraproject 389 Directory Server 1.2.9.9 All All All

Application Fedoraproject 389 Directory Server 1.3.0.2 All All All

Application Fedoraproject 389 Directory Server 1.3.0.3 All All All

Application Fedoraproject 389 Directory Server 1.3.0.4 All All All

Application Fedoraproject 389 Directory Server 1.2.1 All All All

Application Fedoraproject 389 Directory Server 1.2.10 All All All

Application Fedoraproject 389 Directory Server 1.2.10 alpha8 All All

Application Fedoraproject 389 Directory Server 1.2.10 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.10.11 All All All

Application Fedoraproject 389 Directory Server 1.2.10.2 All All All
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Application Fedoraproject 389 Directory Server 1.2.10.3 All All All

Application Fedoraproject 389 Directory Server 1.2.10.4 All All All

Application Fedoraproject 389 Directory Server 1.2.11.1 All All All

Application Fedoraproject 389 Directory Server 1.2.11.10 All All All

Application Fedoraproject 389 Directory Server 1.2.11.11 All All All

Application Fedoraproject 389 Directory Server 1.2.11.12 All All All

Application Fedoraproject 389 Directory Server 1.2.11.13 All All All

Application Fedoraproject 389 Directory Server 1.2.11.14 All All All

Application Fedoraproject 389 Directory Server 1.2.11.15 All All All

Application Fedoraproject 389 Directory Server 1.2.11.17 All All All

Application Fedoraproject 389 Directory Server 1.2.11.19 All All All

Application Fedoraproject 389 Directory Server 1.2.11.5 All All All

Application Fedoraproject 389 Directory Server 1.2.11.6 All All All

Application Fedoraproject 389 Directory Server 1.2.11.8 All All All

Application Fedoraproject 389 Directory Server 1.2.11.9 All All All

Application Fedoraproject 389 Directory Server 1.2.2 All All All

Application Fedoraproject 389 Directory Server 1.2.3 All All All

Application Fedoraproject 389 Directory Server 1.2.5 All All All

Application Fedoraproject 389 Directory Server 1.2.5 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.5 rc2 All All

Application Fedoraproject 389 Directory Server 1.2.5 rc3 All All

Application Fedoraproject 389 Directory Server 1.2.5 rc4 All All

Application Fedoraproject 389 Directory Server 1.2.6 All All All

Application Fedoraproject 389 Directory Server 1.2.6 a2 All All

Application Fedoraproject 389 Directory Server 1.2.6 a3 All All

Application Fedoraproject 389 Directory Server 1.2.6 a4 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc2 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc3 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc6 All All

Application Fedoraproject 389 Directory Server 1.2.6 rc7 All All

Application Fedoraproject 389 Directory Server 1.2.6.1 All All All

Application Fedoraproject 389 Directory Server 1.2.7 alpha3 All All

Application Fedoraproject 389 Directory Server 1.2.7.5 All All All

Application Fedoraproject 389 Directory Server 1.2.8 alpha1 All All

Application Fedoraproject 389 Directory Server 1.2.8 alpha2 All All
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Application Fedoraproject 389 Directory Server 1.2.8 alpha2 All All

Application Fedoraproject 389 Directory Server 1.2.8 alpha3 All All

Application Fedoraproject 389 Directory Server 1.2.8 rc1 All All

Application Fedoraproject 389 Directory Server 1.2.8 rc2 All All

Application Fedoraproject 389 Directory Server 1.2.8.1 All All All

Application Fedoraproject 389 Directory Server 1.2.8.2 All All All

Application Fedoraproject 389 Directory Server 1.2.8.3 All All All

Application Fedoraproject 389 Directory Server 1.2.9.9 All All All

Application Fedoraproject 389 Directory Server 1.3.0.2 All All All

Application Fedoraproject 389 Directory Server 1.3.0.3 All All All

Application Fedoraproject 389 Directory Server 1.3.0.4 All All All

cpe:2.3:a:fedoraproject:389_directory_server:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10:alpha8:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.11:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.4:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.10:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.11:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.12:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.13:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.14:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.15:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.17:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.19:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.5:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.6:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.8:*:*:*:*:*:*:*:
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cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.9:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc4:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:a2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:a3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:a4:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc6:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc7:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.7:alpha3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.7.5:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:alpha1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:alpha2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:alpha3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:rc2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.9.9:*:*:*:*:*:*:*:



cpe:2.3:a:fedoraproject:389_directory_server:1.2.9.9:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10:alpha8:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.11:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.10.4:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.10:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.11:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.12:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.13:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.14:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.15:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.17:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.19:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.5:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.6:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.8:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.11.9:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc1:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.5:rc4:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:a2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:a3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:a4:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc6:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6:rc7:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.7:alpha3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.7.5:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:alpha1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:alpha2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:alpha3:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:rc1:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8:rc2:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.8.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.2.9.9:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:fedoraproject:389_directory_server:1.3.0.4:*:*:*:*:*:*:*:
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