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CVE-2013-1904

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCPINAN Certain versions of Webmail from Roundcube contain the following
vulnerability:

Absolute path traversal vulnerability in steps/mail/sendmail.inc in
Roundcube Webmail before 0.7.3 and 0.8.x before 0.8.6 allows remote
attackers to read arbitrary files via a full pathname in the _value
parameter for the generic_message_footer setting in a save-perf action
to index.php, as exploited in the wild in March 2013.

CVE-2013-1904 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
oss-security - Re: CVE Request -- roundcubemail: ¢ > MLIST [oss-security] 20130328 Re: CVE Request --
Local file inclusion via web Ul modification of certain roundcubemail: Local file inclusion via web Ul

config options modification of certain config options

]
Roundcube Webmail / News: Security updates 0.8.6 [ Patch | <& CONFIRM
and 0.7.3 sourceforge.net/p/roundcubemail/news/2013/03/security-
updates-086-and-073/

]

MISC habrahabr.ru/post/174423/

application/octet-stream
lists.

openSUSE-SU-2013:0671-1: moderate: update for ists.opensuse.org 9 SUSE openSUSE-SU-2013:0671
roundcubemail

YA3BUMOCTb HyneBoro AHA B roundcube / Xabpaxabp habrahabr.ru

[RCD] zero day vulnerability (tested on v8.0 to 9.0) () MLIST [dev] 20130327 [RCD] zero day vulnerability


https://cve.report/
https://cve.report/CVE-2013-1904/mitre
https://cve.report/CVE-2013-1904/nist
https://cve.report/CVE-2013-1904/cve_org
https://cve.report/CVE-2013-1904.pdf
http://cve.report/software/roundcube/webmail
http://cve.report/vendor/roundcube
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2013/03/28/8
http://sourceforge.net/p/roundcubemail/news/2013/03/security-updates-086-and-073/
https://cve.report/CVE-2013-1904/400fc1bf
http://lists.opensuse.org/opensuse-updates/2013-04/msg00080.html
http://lists.roundcube.net/pipermail/dev/2013-March/022328.html

(tested on v8.0 0 9.0)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Roundcube Webmail 0.1 All All All
Application Roundcube Webmail 0.1 20050811 All All
Application Roundcube Webmail 0.1 20050820 All All
Application Roundcube Webmail 0.1 20051007 All All
Application Roundcube Webmail 0.1 20051021 All All
Application Roundcube Webmail 0.1 alpha All All
Application Roundcube Webmail 0.1 beta All All
Application Roundcube Webmail 0.1 beta2 All All
Application Roundcube Webmail 0.1 rci All All
Application Roundcube Webmail 0.1 rc2 All All
Application Roundcube Webmail 0.1 stable All All
Application Roundcube Webmail 0.1.1 All All All
Application Roundcube Webmail 0.2 All All All
Application Roundcube Webmail 0.2 alpha All All
Application Roundcube Webmail 0.2 beta All All
Application Roundcube Webmail 0.2 stable All All
Application Roundcube Webmail 0.21 All All All
Application Roundcube Webmail 0.2.2 All All All
Application Roundcube Webmail 0.3 All All All
Application Roundcube Webmail 0.3 beta All All
Application Roundcube Webmail 0.3 rcl All All
Application Roundcube Webmail 0.3 stable All All
Application Roundcube Webmail 0.3.1 All All All
Application Roundcube Webmail 0.4 All All All
Application Roundcube Webmail 0.4 beta All All

Application Roundcube Webmail 0.4.1 All All All
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cpe:2.3:a:roundcube:webmail:0.1.1:%:%:*

cpe:2.3:a:roundcube:webmail:0.2:*:* "%

akak Lk akakk.

cpe:2.3:a:roundcube:webmail:0.2:alpha:*:*:*:*:*:*:

dkak Lk akakak.

cpe:2.3:a:roundcube:webmail:0.2:stable:*:*:*:*:*:*:

cpe:2.3:a:roundcube:webmail:0.2.1:%:% %

cpe:2.3:a:roundcube:webmail:0.2.2:%:*:* %

dkLk Lk ok Lk ukk.

cpe:2.3:a:roundcube:webmail:0.3:*:* %"

cpe:2.3:a:roundcube:webmail:0.3.1:%:*:

dkakk kR Rk,

cpe:2.3:a:roundcube:webmail:0.4:*:* %

cpe:2.3:a:roundcube:webmail:0.4.1 %%

cpe:2.3:a:roundcube:webmail:0.4.2:%:*

cpe:2.3:a:roundcube:webmail:0.5:*:* ™

LRk kR akuk,

cpe:2.3:a:roundcube:webmail:0.5:beta:*:*:*:*:*:*:

cpe:2.3:a:roundcube:webmail:0.5.1 %
cpe:2.3:a:roundcube:webmail:0.5.2:% %%
cpe:2.3:a:roundcube:webmail:0.5.3:*: %%
cpe:2.3:a:roundcube:webmail:0.5.4:* % *:*

cpe:2.3:a:roundcube:webmail:0.6:*:*:*:*:*:*:*:

cpe:2.3:a:roundcube:webmail:0.7:*:* "

AnmAaN DiacvAaiinAdAaiilhAanaAalmaallN 77 4k okokokok ok ok,
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cpe:2.3:a:roundcube:webmail:0.8.0:*:":*:*:*: ™

cpe:2.3:a:roundcube:webmail:0.8.1:%:":* %™

cpe:2.3:a:roundcube:webmail:0.8.2:%:*: " "

cpe:2.3:a:roundcube:webmail:0.8.3:%:":* %

cpe:2.3:a:roundcube:webmail:0.8.4:%:*:* %

cpe:2.3:a:roundcube:webmail:0.8.5:%:*: "

KLk kK Lk k.

cpe:2.3:a:roundcube:webmail:0.1:alpha:*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:a:roundcube:webmail:0.1:beta:*:*:*:*:*:*:

kLkuk KRk,

cpe:2.3:a:roundcube:webmail:0.1:beta2:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:a:roundcube:webmail:0.1:rct "

akak Lk akukuk.

cpe:2.3:a:roundcube:webmail:0.1:stable:*:*:*:*:*:*:

cpe:2.3:a:roundcube:webmail:0.1.1

cpe:2.3:a:roundcube:webmail:0.2:*:*

KKk kR k.

cpe:2.3:a:roundcube:webmail:0.2:alpha:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:roundcube:webmail:0.2:stable:*:*:*:*:*:*:

cpe:2.3:a:roundcube:webmail:0.2.1 %%

cpe:2.3:a:roundcube:webmail:0.2.2:%:* %%

ak kR ok ak Rk,

cpe:2.3:a:roundcube:webmail:0.3:*:* " "



cpe:2.3:a:roundcube:webmail:0.3.1:%:": "

cpe:2.3:a:roundcube:webmail:0.4:*:* " "

cpe:2.3:a:roundcube:webmail:0.4.1:%:% "

cpe:2.3:a:roundcube:webmail:0.4.2:%:*:*

cpe:2.3:a:roundcube:webmail:0.5:% %"

dkkakkukak.

cpe:2.3:a:roundcube:webmail:0.5:rc: ™"

cpe:2.3:a:roundcube:webmail:0.5.1:%:%:

cpe:2.3:a:roundcube:webmail:0.5.2:%:*:*

cpe:2.3:a:roundcube:webmail:0.5.3:%:*:*

cpe:2.3:a:roundcube:webmail:0.5.4:%:*:*

cpe:2.3:a:roundcube:webmail:0.6:*:*:*:*:**:*:

ARk kR Rk k.

cpe:2.3:a:roundcube:webmail:0.7:*:* %

cpe:2.3:a:roundcube:webmail:0.7.1:*:*:

cpe:2.3:a:roundcube:webmail:0.8.0:*:*:**:**:*:

cpe:2.3:a:roundcube:webmail:0.8.1 % "

cpe:2.3:a:roundcube:webmail:0.8.2:*:*:**:*

cpe:2.3:a:roundcube:webmail:0.8.3:*:*:**:*

cpe:2.3:a:roundcube:webmail:0.8.4 %

cpe:2.3:a:roundcube:webmail:0.8.5:*:***:*

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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