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CVE-2013-1937

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

avssanvnncurnursceuiuan — Gertain versions of Phpmyadmin from Phpmyadmin contain the

’ following vulnerability:
* % *% H H H . apagn .
.‘ DISPUTED ** Multiple cross-site scripting (XSS) vulnerabilities in
Vil L . ) .
'WWIJ” tbl_gis_visualization.php in phpMyAdmin 3.5.x before 3.5.8 might allow
” remote attackers to inject arbitrary web script or HTML via the (1)
visualizationSettings[width] or (2) visualizationSettings[height]
parameter. NOTE: a third party reports that this is "not exploitable."

PR

AV

CVE-2013-1937 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.

CVSS3 Score: ~6.1-MEDIUM

Attack Attack Privileges User

Vector Complexity Required Interaction

Low [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |

CVSS2 Score: [#SEMEDIUM)

Access Access Authentication

Vector Complexity

[ NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link
[waraxe-2013-SA#102] - Reflected [ Exploit | ) MISC www.waraxe.us/advisory-102.html
XSS in phpMyAdmin 3.5.7 | www.waraxe.us |


https://cve.report/
https://cve.report/CVE-2013-1937/mitre
https://cve.report/CVE-2013-1937/nist
https://cve.report/CVE-2013-1937/cve_org
https://cve.report/CVE-2013-1937.pdf
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.waraxe.us/advisory-102.html

phpMyAdmin 3.5.7 Cross Site
Scripting = Packet Storm

No Description Provided

fix XSS reported by Janek Vind -

packetstormsecurity.com
text/html

Inactive Link| Not Archived

phpmyadmin/phpmyadmin@79089c9

- GitHub

oss-security - Re: CVE Request:
Self-XSS in phpmyadmin fixed in
3.5.8

[SECURITY] Fedora 17 Update:
phpMyAdmin-3.5.8-1.fc17

phpMyAdmin - Security - PMASA-
2013-1

Immunity Services: PHPMyAdmin
3.5.X-3.5.8 Reflected XSS: What
could have been, but really wasn't.

Support / Security / Advisories / /
MDVSA-2013:144 | Mandriva

[SECURITY] Fedora 19 Update:
phpMyAdmin-3.5.8-1.fc19

[SECURITY] Fedora 18 Update:
phpMyAdmin-3.5.8-1.fc18

openSUSE-SU-2013:1065-1:
moderate: update for phpMyAdmin

openwall.com
text/html

lists.fedoraproject.org

text/html

www.phpmyadmin.net
text/html

immunityservices.blogspot.com
text/html

text/html

lists.fedoraproject.org
text/html

lists.fedoraproject.org
text/html

lists.opensuse.org

text/html

[ MISC packetstormsecurity.com/files/121205/phpMyAdmin-3.5.7-Cr

(2) FULLDISC 20130409 [waraxe-2013-SA#102] - Reflected XSS in pl

¢) CONFIRM
github.com/phpmyadmin/phpmyadmin/commit/79089c9bc02c82c1541

¢ > MLIST [oss-security] 20130409 Re: CVE Request: Self-XSS in phr

FEDORA FEDORA-2013-5623

4 CONFIRM www.phpmyadmin.net/home_page/security/PMASA-20°

% MISC immunityservices.blogspot.com/2019/02/cvss.html

& MANDRIVA MDVSA-2013:144

FEDORA FEDORA-2013-5604

FEDORA FEDORA-2013-5620

9 SUSE openSUSE-SU-2013:1065

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor

Application Phpmyadmin
Application Phpmyadmin
Application Phpmyadmin
Application Phpmyadmin
Application Phpmyadmin
Application Phpmyadmin
Application Phpmyadmin

[, DL S [ Y POV PO S0

Product

Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin

Phpmyadmin

[ Y PSR PO S

Version Update Edition Language
3.5.0.0 All All All
3.5.1.0 All All All
3.5.2.0 All All All
3.5.21 All All All
3.5.22 All All All
3.5.3.0 All All All
3.54 All All All


http://packetstormsecurity.com/files/121205/phpMyAdmin-3.5.7-Cross-Site-Scripting.html
http://archives.neohapsis.com/archives/fulldisclosure/2013-04/0101.html
https://github.com/phpmyadmin/phpmyadmin/commit/79089c9bc02c82c15419fd9d6496b8781ae08a5a
http://openwall.com/lists/oss-security/2013/04/09/13
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/103188.html
http://www.phpmyadmin.net/home_page/security/PMASA-2013-1.php
http://immunityservices.blogspot.com/2019/02/cvss.html
http://www.mandriva.com/security/advisories?name=MDVSA-2013:144
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/103195.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/103184.html
http://lists.opensuse.org/opensuse-updates/2013-06/msg00181.html
mailto:%20comment@cve.report
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin

AppIIcAuorn
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Frprmyaarriri
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin

Phpmyadmin

Frprmyaarriri
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin

Phpmyadmin

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.0.0:™:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.1.0:":* "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.0:*:* " "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.1 " "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.2:*:** " ™

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.3.0:*: %"

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.4:*:*

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.5:%:* " *:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.6:*:*:*:**:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:*:**:**:*:*:

KKk Kk ok,

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:rc1:* " "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.0.0:*:*:***:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.1.0

Kk kKR kK,

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.0:" %" %"

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.1 "% "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.2.2:* % "%

0.0.0

3.5.6

357

3.5.7

3.5.0.0

3.5.1.0

3.5.2.0

3.5.2.1

3.5.2.2

3.5.3.0

3.5.4

355

3.5.6

357

3.5.7

All

All

All

All

rcl

All

All

All

All

All

All

All

All

All

All

rcl

rcl

Al

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Al

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
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http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.3.0:":*:* "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.4:*:*:*:**:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.5:*:*: " *:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.5.7:%:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:*:rct:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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