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Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

X.Org X server before 1.13.4 and 1.4.x before 1.14.1 does not properly
restrict access to input events when adding a new hot-plug device,
which might allow physically proximate attackers to obtain sensitive
information, as demonstrated by reading passwords from a tty.

CVSS2 Score: 2.1 - LOW
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CVE References

Description Tags Link

USN-1803-1: X.Org X server vulnerability | Ubuntu www.ubuntu.com

text/html

 UBUNTU USN-1803-1

oss-security - Xorg-x11-server: Information disclosure due
enabling events from hot-plug devices despite input from
the device being momentarily disabled

www.openwall.com

text/html

 MLIST [oss-security] 20130418 Xorg-x11-server:
Information disclosure due enabling events from hot-
plug devices despite input from the device being
momentarily disabled

[SECURITY] Fedora 19 Update: xorg-x11-server-1.14.0-
6.fc19

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-5883

[SECURITY] Fedora 18 Update: xorg-x11-server-1.13.3-
3.fc18

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-5928

Debian -- Security Information -- DSA-2661-1 xorg-server www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2661

CVE-2013-1940 has been assigned by  secalert@redhat.com to track the vulnerability
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text/html

Bug 63353 – [CVE-2013-1940] VT-switched servers receive
input from hot-plugged devices

bugs.freedesktop.org

text/html

 CONFIRM bugs.freedesktop.org/show_bug.cgi?
id=63353

openSUSE-SU-2013:0878-1: moderate: update for xorg-
x11-server

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2013:0878

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 11.04 All All All

Operating
System

Canonical Ubuntu Linux 11.10 All All All

Operating
System

Canonical Ubuntu Linux 12.04 - lts All

Operating
System

Canonical Ubuntu Linux 12.10 All All All

Operating
System

Canonical Ubuntu Linux 11.04 All All All

Operating
System

Canonical Ubuntu Linux 11.10 All All All

Operating
System

Canonical Ubuntu Linux 12.04 - lts All

Operating
System

Canonical Ubuntu Linux 12.10 All All All

Application X X.org-xserver 1.4.0 All All All

Application X X.org-xserver 1.4.0 All All All

Application X X.org-xserver All All All All
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No vendor comments have been submitted for this CVE
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