VE-2013-1944

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-1944
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-04-29 22:55:00 UTC
Updated 2016-09-09 01:59:00 UTC
Description The tailMatch function in cookie.c in cURL and libcurl before 7.30.0 does not properly match the path domain when sending

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 - Its All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 - Its All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 8.04 - Its All
Operating System Canonical Ubuntu Linux 10.04 - Its All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 12.04 - Its All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 8.04 - Its All
Application Haxx Curl 6.0 All All All
Application Haxx Curl 6.1 All All All
Application Haxx Curl 6.1 beta All All
Application Haxx Curl 6.2 All All All
Application Haxx Curl 6.3 All All All
Application Haxx Curl 6.3.1 All All All
Application Haxx Curl 6.4 All All All
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openSUSE-SU-2013:0876-1: moderate: curl: fixed cookie tail matching prob SUSE list
[SECURITY] Fedora 19 Update: curl-7.29.0-5.fc19 FEDORA list
APPLE-SA-2013-10-22-3 OS X Mavericks v10.9 APPLE list
[SECURITY] Fedora 18 Update: curl-7.27.0-10.fc18 FEDORA list
[SECURITY] Fedora 17 Update: curl-7.24.0-9.fc17 FEDORA list

Security Advisory SA53051 - curl / libcURL &quot;tailmatch()&quot; Cookie Information Disclosure Vulnerability - Secunia  SECUNIA sel

cURL - Security Advisory (cookie domain tailmatch) CONFIRM  cul
Oracle VM Server for x86 Bulletin - July 2016 CONFIRM  ww
Debian -- Page not found DEBIAN ww
Red Hat Customer Portal REDHAT rhr
Support / Security / Advisories / / MDVSA-2013:151 | Mandriva MANDRIVA  ww
openSUSE-SU-2013:0879-1: moderate: curl SUSE list
USN-1801-1: curl vulnerability | Ubuntu UBUNTU ww
[SECURITY] Fedora 18 Update: curl-7.27.0-9.fc18 FEDORA list
[SECURITY] Fedora 18 Update: curl-7.27.0-8.fc18 FEDORA list
cURL/libcURL 'tailmatch()' Function Information Disclosure Vulnerability BID ww
950577 — (CVE-2013-1944) CVE-2013-1944 curl: Cookie domain suffix match vulnerability MISC bu
cookie: fix tailmatching to prevent cross-domain leakage - curl/curl@2eb8dcf - GitHub CONFIRM  qitl
[SECURITY] Fedora 19 Update: curl-7.29.0-6.fc19 FEDORA list
92316 OSsvDB ww
Security Advisory SA53044 - Ubuntu update for curl - Secunia SECUNIA sel
CVE Program record CVE.ORG  ww
NVD vulnerability detail NVD nv
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://secunia.com/advisories/53097
http://lists.opensuse.org/opensuse-updates/2013-06/msg00013.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/102711.html
http://lists.apple.com/archives/security-announce/2013/Oct/msg00004.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-May/105539.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-May/106606.html
http://secunia.com/advisories/53051
http://curl.haxx.se/docs/adv_20130412.html
http://www.oracle.com/technetwork/topics/security/ovmbulletinjul2016-3090546.html
http://www.debian.org/security/2012/dsa-2660
http://rhn.redhat.com/errata/RHSA-2013-0771.html
http://www.mandriva.com/security/advisories?name=MDVSA-2013:151
http://lists.opensuse.org/opensuse-updates/2013-06/msg00016.html
http://www.ubuntu.com/usn/USN-1801-1
http://lists.fedoraproject.org/pipermail/package-announce/2013-May/104598.html
http://lists.fedoraproject.org/pipermail/package-announce/2013-April/102056.html
http://www.securityfocus.com/bid/59058
https://bugzilla.redhat.com/show_bug.cgi?id=950577
https://github.com/bagder/curl/commit/2eb8dcf26cb37f09cffe26909a646e702dbcab66
http://lists.fedoraproject.org/pipermail/package-announce/2013-May/104207.html
http://www.osvdb.org/92316
http://secunia.com/advisories/53044
https://www.cve.org/CVERecord?id=CVE-2013-1944
https://nvd.nist.gov/vuln/detail/CVE-2013-1944
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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