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CVE CVE-2013-1967
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-05 15:10:05 UTC
Updated 2026-04-29 01:13:23 UTC
Description Cross-site scripting (XSS) vulnerability in flashmediaelement.swf in MediaElement.js before 2.11.2, as used in ownCloud St

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N
EPSS: 0.005670000 probability, percentile 0.685580000 (date 2026-05-04)
Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

i [iv]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
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Application Owncloud Owncloud Server 4.5.0 All All All
Application Owncloud Owncloud Server 4.51 All All All
Application Owncloud Owncloud Server 452 All All All
Application Owncloud Owncloud Server 453 All All All
Application Owncloud Owncloud Server 4.5.4 All All All
Application Owncloud Owncloud Server 455 All All All
Application Owncloud Owncloud Server 4.5.6 All All All
Application Owncloud Owncloud Server 457 All All All
Application Owncloud Owncloud Server 458 All All All
Application Owncloud Owncloud Server 459 All All All
Application Owncloud Owncloud Server 5.0.0 All All All
Application Owncloud Owncloud Server 5.0.1 All All All
Application Owncloud Owncloud Server 5.0.2 All All All
Application Owncloud Owncloud Server 5.0.3 All All All
Application Owncloud Owncloud Server 5.0.4 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

955307 — (CVE-2013-1963, CVE-2013-1967) CVE-2013-1963 CVE-2013-1967 owncloud: security fixes in 4.5.10 af854a3a-2127-422b-91a¢
XSS vulnerability in MediaElement.js (0C-SA-2013-017) | ownCloud.org af854a3a-2127-422b-91a¢
IBM X-Force Exchange af854a3a-2127-422b-91a¢
2.11.1 updates - mediaelement/mediaelement@9223dc6 - GitHub af854a3a-2127-422b-91a¢
GitHub - mediaelement/mediaelement at 2.11.1 af854a3a-2127-422b-91a¢
oss-sec: Fwd: Re: CVE Request: ownCloud 5.0.5 and 4.5.10 af854a83a-2127-422b-91a¢
Security Advisory SA53079 - MediaElement.js &quot;file&quot; Cross-Site Scripting Vulnerability - Secunia af854a3a-2127-422b-91a¢
oss-sec: ownCloud Security Advisories (2013-017, 2013-018) af854a3a-2127-422b-91a¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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