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Summary

CVE CVE-2013-1980

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-11 17:55:00 UTC

Updated 2014-02-12 14:09:00 UTC

Description Buffer overflow in the get_dsmp function in loaders/masi_load.c in libxmp before 4.1.0 allows remote attackers to execute arbitrary code via a crafted MASI file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Extended Module Player Project Extended Module Player 4.0.0 All All All

Application Extended Module Player Project Extended Module Player 4.0.1 All All All

Application Extended Module Player Project Extended Module Player 4.0.2 All All All

Application Extended Module Player Project Extended Module Player 4.0.3 All All All

Application Extended Module Player Project Extended Module Player 4.0.0 All All All

Application Extended Module Player Project Extended Module Player 4.0.1 All All All

Application Extended Module Player Project Extended Module Player 4.0.2 All All All

Application Extended Module Player Project Extended Module Player 4.0.3 All All All

Application Extended Module Player Project Extended Module Player All All All All

References

Reference Source Link

Security Advisory SA53114 - libxmp MASI Parsing Buffer Overflow Vulnerability - Secunia SECUNIA secunia.com

oss-security - Re: CVE request: libxmp MASI Parsing Buffer Overflow Vulnerability MLIST www.openwall.com

Extended Module Player / libxmp / Commit [a015fd] CONFIRM sourceforge.net

954658 – (CVE-2013-1980) CVE-2013-1980 xmp: Heap-based buffer overflow by processing certain MASI files CONFIRM bugzilla.redhat.com

libxmp 'get_dsmp()' Function Remote Buffer Overflow Vulnerability BID www.securityfocus.com
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Request 174356: Submit libxmp - openSUSE Build Service CONFIRM build.opensuse.org

Extended Module Player | Release notes for Extended Module Player at SourceForge.net CONFIRM sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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