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Summary

CVE CVE-2013-1993

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-15 19:55:00 UTC

Updated 2023-02-13 04:42:00 UTC

Description Multiple integer overflows in X.org libGLX in Mesa 9.1.1 and earlier allow X servers to trigger allocation of insufficient memory and a buffer overflow via vectors related to the (1) XF86DRIOpenConnection and (2) XF86DRIGetClientDriverName functions.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mesa3d Mesa 9.0 All All All

Application Mesa3d Mesa 9.0.1 All All All

Application Mesa3d Mesa 9.0.2 All All All

Application Mesa3d Mesa 9.0.3 All All All

Application Mesa3d Mesa 9.1 All All All

Application Mesa3d Mesa 9.0 All All All

Application Mesa3d Mesa 9.0.1 All All All

Application Mesa3d Mesa 9.0.2 All All All

Application Mesa3d Mesa 9.0.3 All All All

Application Mesa3d Mesa 9.1 All All All

Application Mesa3d Mesa All All All All

Application X Libglx - All All All

Application X Libglx - All All All

References

Reference Source Link

[Mesa-dev] [PATCH:mesa 1/2] integer overflow in XF86DRIOpenConnection() [CVE-2013-1993 1/2] MLIST lists.freedesktop.org
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Red Hat Customer Portal REDHAT rhn.redhat.com

USN-1888-1: Mesa vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Support / Security / Advisories / / MDVSA-2013:181 | Mandriva MANDRIVA www.mandriva.com

openSUSE-SU-2013:0865-1: moderate: Mesa: security and bugfix update SUSE lists.opensuse.org

961613 – (CVE-2013-1993) CVE-2013-1993 Mesa: Multiple integer overflows leading to heap-based bufer overflows MISC bugzilla.redhat.com

Mageia Advisory: MGASA-2013-0190 - Updated mesa packages fix multiple vulnerabilties CONFIRM advisories.mageia.org

Red Hat Customer Portal MISC access.redhat.com

access.redhat.com | CVE-2013-1993 MISC access.redhat.com

Debian -- Security Information -- DSA-2678-1 mesa DEBIAN www.debian.org

oss-security - Fwd: [ANNOUNCE] X.Org Security Advisory: Protocol handling issues in X Window System client libraries MLIST www.openwall.com

Red Hat Customer Portal MISC access.redhat.com

X.Org Security Advisory: May 23, 2013 CONFIRM www.x.org

[Mesa-dev] [PATCH:mesa 2/2] integer overflow in XF86DRIGetClientDriverName() [CVE-2013-1993 2/2] MLIST lists.freedesktop.org

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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