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Summary

CVE CVE-2013-2006

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-05-21 18:55:00 UTC

Updated 2014-05-05 05:21:00 UTC

Description OpenStack Identity (Keystone) Grizzly 2013.1.1, when DEBUG mode logging is enabled, logs the (1) admin_token and (2) LDAP password in plaintext, which allows local users to obtain sensitive by reading the log file.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Keystone 2013.1.1 All All All

Application Openstack Keystone 2013.1.1 All All All

References

Reference Source Link

[SECURITY] Fedora 19 Update: openstack-keystone-2013.1.1-1.fc19 FEDORA lists.fedoraproject.org

Red Hat Customer Portal REDHAT rhn.redhat.com

Bug #1172195 “admin_token and LDAP password show up in log in DE...” : Bugs : OpenStack Identity (keystone) CONFIRM bugs.launchpad.net

[SECURITY] Fedora 18 Update: openstack-keystone-2012.2.4-3.fc18 FEDORA lists.fedoraproject.org

oss-security - CVE-2013-2006 OpenStack keystone LDAP password disclosure in log files MLIST www.openwall.com

Mark LDAP password and admin_token secret · openstack/keystone@c5037dd · GitHub CONFIRM github.com

Bug #1168252 “keystone.conf should not be world-readable (to kee...” : Bugs : OpenStack Security Notes CONFIRM bugs.launchpad.net

oss-security - Re: CVE-2013-2006 OpenStack keystone LDAP password disclosure in log files MLIST www.openwall.com

OpenStack Keystone CVE-2013-2006 LDAP Password Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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