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Summary

CVE CVE-2013-2013

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-01 20:55:00 UTC

Updated 2017-09-19 01:36:00 UTC

Description The user-password-update command in python-keystoneclient before 0.2.4 accepts the new password in the --password argument, which allows local users to obtain sensitive information by listing the process.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Python-keystoneclient 0.2.2 All All All

Application Openstack Python-keystoneclient All All All All

Application Openstack Python-keystoneclient 0.2.2 All All All

References

Reference Source Link Tags

Bug #938315 “[OSSA-2013-013] Updating password via keystoneclien...” : Bugs : python-keystoneclient CONFIRM bugs.launchpad.net

oss-security - [OSSA 2013-013] Keystone client local information disclosure (CVE-2013-2013) MLIST www.openwall.com Patch

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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