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A flaw was found in the way gemu v1.3.0 and later (virtio-rng) validates addresses when guest accesses the config space ¢
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Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Novell Open Desktop Server 11.0 sp3 All All
Novell Open Desktop Server 11.0 sp3 All All
Novell Open Enterprise Server 11.0 sp3 All All
Novell Open Enterprise Server 11.0 sp3 All All
Qemu Qemu 1.5.0 rci All All
Qemu Qemu 1.5.0 rci All All
Qemu Qemu All All All All

References

Reference

Source Link

oss-security - Re: Re: [PATCH 1/3] virtio-pci: properly validate address before accessing config MISC www.openwall.com


https://cve.report/
https://cve.report/CVE-2013-2016/mitre
https://cve.report/CVE-2013-2016/nist
https://cve.report/CVE-2013-2016/cve_org
https://cve.report/CVE-2013-2016.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/novell
http://cve.report/software/novell/open_desktop_server
http://cve.report/vendor/novell
http://cve.report/software/novell/open_desktop_server
http://cve.report/vendor/novell
http://cve.report/software/novell/open_enterprise_server
http://cve.report/vendor/novell
http://cve.report/software/novell/open_enterprise_server
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://www.openwall.com/lists/oss-security/2013/04/29/6
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access.redhat.com | CVE-2013-2016 MISC
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IBM X-Force Exchange MISC
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CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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