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pdf.c in ClamAV 0.97.1 through 0.97.7 allows remote attackers to cause a denial of service (out-of-bounds-read) via a craft
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 - Its All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.04 All All All
Canonical Ubuntu Linux 10.04 - Its All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.04 All All All
Clamav Clamav 0.97.1 All All All
Clamav Clamav 0.97.2 All All All
Clamav Clamav 0.97.3 All All All
Clamav Clamav 0.97.4 All All All
Clamav Clamav 0.97.5 All All All
Clamav Clamav 0.97.6 All All All
Clamav Clamav 0.97.7 All All All
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References

Reference

Bug 7053 — G_Report 587

APPLE-SA-2013-09-17-1 OS X Server v2.2.2

USN-1816-1: ClamAV vulnerabilities | Ubuntu

About the security content of OS X Server v2.2.2

Security Advisory SA53182 - Ubuntu update for clamav - Secunia

[SECURITY] Fedora 18 Update: clamav-0.97.8-2.fc18

[SECURITY] Fedora 18 Update: clamav-0.97.8-1.fc18

openSUSE-SU-2013:0883-1: moderate: Update for clamav to version 0.97.8.

ClamAV®: ClamAYV 0.97.8 has been released!

[SECURITY] Fedora 17 Update: clamav-0.97.8-2.fc17

ClamAV Remote Code Execution And Denial of Service Vulnerabilities

openSUSE-SU-2013:0881-1: moderate: Update for clamav to version 0.97.8.

pdf: bb #7053 - Cisco-Talos/clamav-devel@24ff855 - GitHub

[SECURITY] Fedora 19 Update: clamav-0.97.8-2.fc19

[security-announce] SUSE-SU-2014:1571-1: important: Security update for

Support / Security / Advisories / / MDVSA-2013:159 | Mandriva

APPLE-SA-2013-09-12-1 OS X Mountain Lion v10.8.5 and Security Update 2013-004

oss-security - Re: Multiple potential security issues fixed in ClamAV 0.97.8 - any further details?

About the security content of OS X Mountain Lion v10.8.5 and Security Update 2013-004

Security Advisory SA53150 - ClamAV Two Denial of Service Vulnerabilities - Secunia

oss-security - Re: Multiple potential security issues fixed in ClamAV 0.97.8 - any further details?
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CVE Program record CVE.ORG WWwWW.Ccve.org ca

NVD vulnerability detail NVD nvd.nist.gov ca

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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