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keystone/middleware/auth_token.py in OpenStack Nova Folsom, Grizzly, and Havana uses an insecure temporary directon
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Openstack Compute 2013.1 All All All
Openstack Compute 2013.1.1 All All All
Openstack Compute 2013.1.2 All All All
Openstack Compute 2013.1.3 All All All
Openstack Compute 2013.1 All All All
Openstack Compute 2013.1.1 All All All
Openstack Compute 2013.1.2 All All All
Openstack Compute 2013.1.3 All All All
Openstack Folsom - All All All
Openstack Folsom - All All All
Openstack Grizzly 2013.1 All All All
Openstack Grizzly 2013.1 All All All
Openstack Havana havana-1 All All All
Openstack Havana havana-2 All All All
Openstack Havana havana-3 All All All
Openstack Havana havana-1 All All All
Openstack Havana havana-2 All All All
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Application Openstack Havana havana-3 All All All

References

Reference

958285 — (CVE-2013-2030) CVE-2013-2030 OpenStack nova: insecure directory creation for signing

oss-security - [OSSA 2013-010] Nova uses insecure keystone middleware tmpdir by default (CVE-2013-2030)

[SECURITY] Fedora 18 Update: openstack-keystone-2012.2.4-3.fc18

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2013-010] Nova uses insecure keystone midc
Bug #1174608 “[OSSA 2013-010] Insecure directory creation for si...” : Bugs : OpenStack Compute (nova)

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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