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Summary

CVE CVE-2013-2031

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-18 02:55:00 UTC

Updated 2016-12-31 02:59:00 UTC

Description MediaWiki before 1.19.6 and 1.20.x before 1.20.5 allows remote attackers to conduct cross-site scripting (XSS) attacks, as demonstrated by a CDATA section containing valid UTF-7 encoded sequences in a SVG file, which is then incorrectly interpreted as UTF-8 by Chrome and Firefox.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Application Mediawiki Mediawiki 1.1.0 All All All

Application Mediawiki Mediawiki 1.10.0 All All All

Application Mediawiki Mediawiki 1.10.0 rc1 All All

Application Mediawiki Mediawiki 1.10.0 rc2 All All

Application Mediawiki Mediawiki 1.10.1 All All All

Application Mediawiki Mediawiki 1.10.2 All All All

Application Mediawiki Mediawiki 1.10.3 All All All

Application Mediawiki Mediawiki 1.10.4 All All All

Application Mediawiki Mediawiki 1.11 All All All

Application Mediawiki Mediawiki 1.11.0 All All All

Application Mediawiki Mediawiki 1.11.0 rc1 All All

Application Mediawiki Mediawiki 1.11.1 All All All

Application Mediawiki Mediawiki 1.11.2 All All All

Application Mediawiki Mediawiki 1.12.0 All All All

Application Mediawiki Mediawiki 1.12.0 rc1 All All
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Application Mediawiki Mediawiki 1.12.0 rc1 All All

Application Mediawiki Mediawiki 1.12.1 All All All

Application Mediawiki Mediawiki 1.12.2 All All All

Application Mediawiki Mediawiki 1.12.3 All All All

Application Mediawiki Mediawiki 1.12.4 All All All

Application Mediawiki Mediawiki 1.13.0 All All All

Application Mediawiki Mediawiki 1.13.0 rc1 All All

Application Mediawiki Mediawiki 1.13.0 rc2 All All

Application Mediawiki Mediawiki 1.13.1 All All All

Application Mediawiki Mediawiki 1.13.2 All All All

Application Mediawiki Mediawiki 1.13.3 All All All

Application Mediawiki Mediawiki 1.13.4 All All All

Application Mediawiki Mediawiki 1.14.0 All All All

Application Mediawiki Mediawiki 1.14.0 rc1 All All

Application Mediawiki Mediawiki 1.14.1 All All All

Application Mediawiki Mediawiki 1.15.0 All All All

Application Mediawiki Mediawiki 1.15.0 rc1 All All

Application Mediawiki Mediawiki 1.15.1 All All All

Application Mediawiki Mediawiki 1.15.2 All All All

Application Mediawiki Mediawiki 1.15.3 All All All

Application Mediawiki Mediawiki 1.15.4 All All All

Application Mediawiki Mediawiki 1.15.5 All All All

Application Mediawiki Mediawiki 1.16.0 All All All

Application Mediawiki Mediawiki 1.16.0 beta1 All All

Application Mediawiki Mediawiki 1.16.0 beta2 All All

Application Mediawiki Mediawiki 1.16.0 beta3 All All

Application Mediawiki Mediawiki 1.16.1 All All All

Application Mediawiki Mediawiki 1.16.2 All All All

Application Mediawiki Mediawiki 1.17 All All All

Application Mediawiki Mediawiki 1.17 beta_1 All All

Application Mediawiki Mediawiki 1.17.0 All All All

Application Mediawiki Mediawiki 1.17.0 rc1 All All

Application Mediawiki Mediawiki 1.17.1 All All All

Application Mediawiki Mediawiki 1.17.2 All All All

Application Mediawiki Mediawiki 1.17.3 All All All

Application Mediawiki Mediawiki 1.17.4 All All All

http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/software/mediawiki/mediawiki


Application Mediawiki Mediawiki 1.18 All All All

Application Mediawiki Mediawiki 1.18 beta_1 All All

Application Mediawiki Mediawiki 1.18.0 All All All

Application Mediawiki Mediawiki 1.18.0 rc1 All All
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Application Mediawiki Mediawiki 1.18.0 All All All

Application Mediawiki Mediawiki 1.18.0 rc1 All All

Application Mediawiki Mediawiki 1.18.1 All All All

Application Mediawiki Mediawiki 1.18.2 All All All

Application Mediawiki Mediawiki 1.18.3 All All All

Application Mediawiki Mediawiki 1.19 All All All

Application Mediawiki Mediawiki 1.19 beta_1 All All

Application Mediawiki Mediawiki 1.19 beta_2 All All

Application Mediawiki Mediawiki 1.19.0 All All All

Application Mediawiki Mediawiki 1.19.1 All All All

Application Mediawiki Mediawiki 1.19.2 All All All

Application Mediawiki Mediawiki 1.19.3 All All All

Application Mediawiki Mediawiki 1.19.4 All All All

Application Mediawiki Mediawiki 1.20.1 All All All

Application Mediawiki Mediawiki 1.20.2 All All All

Application Mediawiki Mediawiki 1.20.3 All All All

Application Mediawiki Mediawiki 1.20.4 All All All

Application Mediawiki Mediawiki All All All All

References

Reference Source Link

Security Advisory SA57472 - Debian update for mediawiki and mediawiki-extensions - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-2891-1 mediawiki, mediawiki-extensions DEBIAN www.debian.org

[SECURITY] Fedora 19 Update: mediawiki-1.20.5-1.fc19 FEDORA lists.fedoraproject.org

⚓ T49304 SVG JavaScript detection bypass CONFIRM bugzilla.wikimedia.org

Gentoo Linux Documentation -- MediaWiki: Multiple vulnerabilities GENTOO security.gentoo.org

[SECURITY] Fedora 17 Update: mediawiki-1.19.6-1.fc17 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 18 Update: mediawiki-1.19.6-1.fc18 FEDORA lists.fedoraproject.org

[MediaWiki-announce] MediaWiki Security Release: 1.20.5 and 1.19.6 MLIST lists.wikimedia.org

Mediawiki 'SVG' Files Cross Site Scripting Vulnerability BID www.securityfocus.com

Security Advisory SA55433 - Gentoo update for mediawiki - Secunia SECUNIA secunia.com

oss-security - Re: Mediawiki CVE request ( was Fw: [MediaWiki-announce] MediaWiki Security Release: 1.20.5 and 1.19.6) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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