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AVLACMAUNICPIIPIAP Certain versions of Hawtjni from Redhat contain the following
vulnerability:

/‘Q,‘ Race condition in hawtjni-

“ fgg@% ” runtime/src/main/java/org/fusesource/hawtjni/runtime/Library.java in

\*

g HawtJNI before 1.8, when a custom library path is not specified, allows

: local users to execute arbitrary Java code by overwriting a temporary
JAR file with a predictable name in /tmp.

CVE-2013-2035 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.4- MEDIUM

Access Access Authentication
Vector Complexity

3
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Red Hat Customer Portal & REDHAT RHSA-2013:1029

text/html
Not Archived

About Secunia Research | | secunia.com | { SECUNIA 57915
Flexera

Red Hat Customer Portal & REDHAT RHSA-2014:0400

text/html
Not Archived

Red Hat Customer Portal & REDHAT RHSA-2013:1785

text/html
Not Archived



https://cve.report/
https://cve.report/CVE-2013-2035/mitre
https://cve.report/CVE-2013-2035/nist
https://cve.report/CVE-2013-2035/cve_org
https://cve.report/CVE-2013-2035.pdf
http://cve.report/software/redhat/hawtjni
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1029.html
https://cve.report/CVE-2013-2035/1e82a8d2
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0400.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1785.html

www.osvdb.org () OSVDB 93411

Inactive Link" Not Archived

Simplify shared lib extraction. CONFIRM
github.com/fusesource/hawtjni/commit/92c266170ce98edc200c656bd034a23709

fusesource/hawtjni@92c2661

- GitHub text/html
Security Advisory SA53415 - web.archive.org Y SECUNIA 53415
HawtJNI Race Condition text/html

Vulnerability - Secunia

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2014:0254
text/html
Inactive Link© Not Archived

HawtJNI vulnerable to CVE- CONFIRM github.com/jline/jline2/issues/85

2013-2035 embedded by text/html

jline2 - Issue #85 - jline/jline2

- GitHub

Security Advisory SA54108 - [ Y SECUNIA 54108

Red Hat update for Fuse MQ  FEETT
Enterprise - Secunia

jline2 bundled jansi needs
update after fixing security text/html
issue - Issue #732 -
jruby/jruby - GitHub

CONFIRM github.com/jruby/jruby/issues/732

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2015:0034
text/html
Inactive Link™ Not Archived

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2014:0245
text/html
Inactive Link" Not Archived

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2013:1786
text/html
Inactive Link | Not Archived

JBoss Enterprise Application www.securitytracker.com () SECTRACK 1029431
Platform Bugs Let Local text/html

Users Gain Elevated
Privileges and Remote
Authenticated Users Bypass
Security Controls -

Security Tracker
958618 — (CVE-2013-2035) bugzilla.redhat.com () CONFIRM bugzilla.redhat.com/show_bug.cgi?id=CVE-2013-2035
CVE-2013-2035 HawtJNI: text/html

predictable temporary file
name leading to local
arbitrary code execution

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2014:0029
text/html
Inactive Link© Not Archived

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2013:1784
text/html
Inactive Link" Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

watild he of intarest ta vair No inferances shaiild he drawn an aceonnt of ather <ites heina referenced ar nat fram this nane There mav he nther wehsites that


http://www.osvdb.org/93411
https://github.com/fusesource/hawtjni/commit/92c266170ce98edc200c656bd034a237098b8aa5
https://web.archive.org/web/2013/http://secunia.com/advisories/53415
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0254.html
https://github.com/jline/jline2/issues/85
https://web.archive.org/web/2013/http://secunia.com/advisories/54108
https://github.com/jruby/jruby/issues/732
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2015-0034.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0245.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1786.html
http://www.securitytracker.com/id/1029431
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2013-2035
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0029.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1784.html

N AT T L ST LT A Y e T I IS A A AATE S MMM L T A I S A g f A IRy WSSy e M [SAAGE S i) A S TreemiLe e

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Hawtjni 1.0 All All All
Application Redhat Hawtjni 1.1 All All All
Application Redhat Hawtjni 1.2 All All All
Application Redhat Hawtjni 1.3 All All All
Application Redhat Hawtjni 1.4 All All All
Application Redhat Hawtjni 15 All All All
Application Redhat Hawtjni 1.6 All All All
Application Redhat Hawtjni 1.0 All All All
Application Redhat Hawtjni 1.1 All All All
Application Redhat Hawtjni 1.2 All All All
Application Redhat Hawtjni 1.3 All All All
Application Redhat Hawtjni 1.4 All All All
Application Redhat Hawtjni 15 All All All
Application Redhat Hawtjni 1.6 All All All
Application Redhat Hawtjni All All All All
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No vendor comments have been submitted for this CVE
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