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Summary

CVE CVE-2013-2059

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-05-21 18:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description OpenStack Identity (Keystone) Folsom 2012.2.4 and earlier, Grizzly before 2013.1.1, and Havana does not immediately revoke the authentication token when deleting a user through the Keystone v2 API, which allows remote authenticated users to retain access via the token.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Keystone 2012.1 All All All

Application Openstack Keystone 2013.1 All All All

Application Openstack Keystone 2012.1 All All All

Application Openstack Keystone 2013.1 All All All

References

Reference Source

[SECURITY] Fedora 19 Update: openstack-keystone-2013.1.1-1.fc19 FEDORA

Security Advisory SA53326 - OpenStack Keystone Authentication Tokens Invalidation Security Issue - Secunia SECUNIA

oss-security - RE: [Openstack] [OSSA 2013-011] Keystone tokens not immediately invalidated when user is deleted (CVE-2013-2059) MLIST

504 Gateway Time-out BID

[SECURITY] Fedora 18 Update: openstack-keystone-2012.2.4-3.fc18 FEDORA

oss-security - [OSSA 2013-011] Keystone tokens not immediately invalidated when user is deleted (CVE-2013-2059) MLIST

openSUSE-SU-2013:0949-1: moderate: openstack-keystone: was updated to fi SUSE

Bug #1166670 “[OSSA 2013-011] Deleted user can still create inst...” : Bugs : Keystone CONFIRM

Security Advisory SA53339 - OpenStack Keystone Authentication Tokens Invalidation Security Issue - Secunia SECUNIA

IBM X-Force Exchange XF
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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