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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Tomcat 6.0.21 All All All
Apache Tomcat 6.0.24 All All All
Apache Tomcat 6.0.26 All All All
Apache Tomcat 6.0.27 All All All
Apache Tomcat 6.0.28 All All All
Apache Tomcat 6.0.29 All All All
Apache Tomcat 6.0.30 All All All
Apache Tomcat 6.0.31 All All All
Apache Tomcat 6.0.32 All All All
Apache Tomcat 6.0.33 All All All
Apache Tomcat 6.0.35 All All All
Apache Tomcat 6.0.36 All All All
Apache Tomcat 7.0.0 All All All
Apache Tomcat 7.0.0 beta All All
Apache Tomcat 7.0.1 All All All
Apache Tomcat 7.0.10 All All All
Apache Tomcat 7.0.11 All All All
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Application Apache Tomcat 6.0.33 All All All
Application Apache Tomcat 6.0.35 All All All
Application Apache Tomcat 6.0.36 All All All
Application Apache Tomcat 7.0.0 All All All
Application Apache Tomcat 7.0.0 beta All All
Application Apache Tomcat 7.0.1 All All All
Application Apache Tomcat 7.0.10 All All All
Application Apache Tomcat 7.0.11 All All All
Application Apache Tomcat 7.0.12 All All All
Application Apache Tomcat 7.0.13 All All All
Application Apache Tomcat 7.0.14 All All All
Application Apache Tomcat 7.0.15 All All All
Application Apache Tomcat 7.0.16 All All All
Application Apache Tomcat 7.017 All All All
Application Apache Tomcat 7.0.18 All All All
Application Apache Tomcat 7.0.19 All All All
Application Apache Tomcat 7.0.2 All All All
Application Apache Tomcat 7.0.2 beta All All
Application Apache Tomcat 7.0.20 All All All
Application Apache Tomcat 7.0.21 All All All
Application Apache Tomcat 7.0.22 All All All
Application Apache Tomcat 7.0.23 All All All
Application Apache Tomcat 7.0.25 All All All
Application Apache Tomcat 7.0.28 All All All
Application Apache Tomcat 7.0.3 All All All
Application Apache Tomcat 7.0.30 All All All
Application Apache Tomcat 7.0.32 All All All
Application Apache Tomcat 7.0.4 All All All
Application Apache Tomcat 7.0.4 beta All All
Application Apache Tomcat 7.0.5 All All All
Application Apache Tomcat 7.0.6 All All All
Application Apache Tomcat 7.0.7 All All All
Application Apache Tomcat 7.0.8 All All All
Application Apache Tomcat 7.0.9 All All All
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Reference Source Link

Pony Mail! lists.apache.org
Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com
Apache Tomcat CVE-2013-2067 Session Fixation Vulnerability BID www.securityfocus.c
Pony Mail! lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
USN-1841-1: Tomcat vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
Oracle Critical Patch Update - January 2014 CONFIRM  www.oracle.com
Pony Mail! MLIST lists.apache.org
Oracle Critical Patch Update - October 2016 CONFIRM  www.oracle.com
[Apache-SVN] Revision 1417891 CONFIRM  svn.apache.org
NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ archives.neohapsis.(
Pony Mail! lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org

[Apache-SVN] Diff of /tomcat/tc7.0.x/trunk/java/org/apache/catalina/authenticator/FormAuthenticator.java CONFIRM  svn.apache.org

[Apache-SVN] Revision 1408044 CONFIRM  svn.apache.org
Red Hat Customer Portal REDHAT rhn.redhat.com
Pony Mail! MLIST lists.apache.org

[Apache-SVN] Diff of /tomcat/tc6.0.x/trunk/java/org/apache/catalina/authenticator/FormAuthenticator.java CONFIRM  svn.apache.org

RETIRED: Oracle January 2014 Critical Patch Update Multiple Vulnerabilities BID www.securityfocus.c
Apache Tomcat® - Apache Tomcat 7 vulnerabilities CONFIRM  tomcat.apache.org
Pony Mail! MLIST lists.apache.org

Red Hat Customer Portal REDHAT rhn.redhat.com
Pony Mail! MLIST lists.apache.org

Red Hat Customer Portal REDHAT rhn.redhat.com
Apache Tomcat® - Apache Tomcat 6 vulnerabilities CONFIRM  tomcat.apache.org
CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/| om0

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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