VE-2013-207/1

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-2071
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-01 14:21:00 UTC
Updated 2017-05-23 01:29:00 UTC
Description java/org/apache/catalina/core/AsyncContextimpl.java in Apache Tomcat 7.x before 7.0.40 does not properly handle the thrc

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 7.0.0 All All All
Application Apache Tomcat 7.0.0 beta All All
Application Apache Tomcat 7.0.1 All All All
Application Apache Tomcat 7.0.10 All All All
Application Apache Tomcat 7.0.11 All All All
Application Apache Tomcat 7.0.12 All All All
Application Apache Tomcat 7.0.13 All All All
Application Apache Tomcat 7.0.14 All All All
Application Apache Tomcat 7.0.15 All All All
Application Apache Tomcat 7.0.16 All All All
Application Apache Tomcat 7.0.17 All All All
Application Apache Tomcat 7.0.18 All All All
Application Apache Tomcat 7.0.19 All All All
Application Apache Tomcat 7.0.2 All All All
Application Apache Tomcat 7.0.2 beta All All
Application Apache Tomcat 7.0.20 All All All
Application Apache Tomcat 7.0.21 All All All
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Application Apache Tomcat 7.0.3 All All All
Application Apache Tomcat 7.0.30 All All All
Application Apache Tomcat 7.0.32 All All All
Application Apache Tomcat 7.04 All All All
Application Apache Tomcat 7.04 beta All All
Application Apache Tomcat 7.0.5 All All All
Application Apache Tomcat 7.0.6 All All All
Application Apache Tomcat 7.0.7 All All All
Application Apache Tomcat 7.0.8 All All All
Application Apache Tomcat 7.0.9 All All All
Reference

[Apache-SVN] Diff of /tomcat/tc7.0.x/trunk/java/org/apache/catalina/core/AsyncContextimpl.java

[Apache-SVN] Revision 1471372

20130510 CVE-2013-2071 Request mix-up if AsyncListener method throws RuntimeException

[SECURITY] Fedora 17 Update: tomcat-7.0.40-1.fc17

[SECURITY] Fedora 18 Update: tomcat-7.0.40-1.fc18

USN-1841-1: Tomcat vulnerabilities | Ubuntu

Bug 54178 — [CVE-2013-2071] runtime exception in onComplete of AsyncListener, will make org.apache.catalina.connector.Request not recy«
Oracle Critical Patch Update - January 2014

openSUSE-SU-2013:1306-1: moderate: tomcat

RETIRED: Oracle January 2014 Critical Patch Update Multiple Vulnerabilities

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

"[security bulletin] HPSBMUO02966 rev.1 - HP Operations Orchestration, Unauthorized Access to Informat' - MARC
Apache Tomcat CVE-2013-2071 Information Disclosure Vulnerability

[SECURITY] Fedora 19 Update: tomcat-7.0.40-2.fc19

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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