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CVE CVE-2013-2100
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-09-29 22:55:00 UTC
Updated 2017-08-29 01:33:00 UTC
Description The urlopen function in pym/portage/util/_urlopen.py in Gentoo Portage 2.1.12, when using HTTPS, does not verify X.509 ¢
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Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Gentoo Portage 2112 All All
Application Gentoo Portage 2.1.12 All All

Language
All

All

References

Reference

oss-security - Re: CVE Request: Man in the middle on Gentoo Portage binary package installer

469888 — (CVE-2013-2100) <sys-apps/portage-2.1.12.2 : urlopen() does not verify SSL certificates (CVE-2013-2100)
oss-security - CVE Request: Man in the middle on Gentoo Portage binary package installer

IBM X-Force Exchange

Portage 'urlopen()' SSL Certificate Validation Security Bypass Vulnerability

Gentoo Security

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2013-2100/mitre
https://cve.report/CVE-2013-2100/nist
https://cve.report/CVE-2013-2100/cve_org
https://cve.report/CVE-2013-2100.pdf
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/portage
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/portage
http://openwall.com/lists/oss-security/2013/05/16/3
https://bugs.gentoo.org/show_bug.cgi?id=469888
http://openwall.com/lists/oss-security/2013/05/15/5
https://exchange.xforce.ibmcloud.com/vulnerabilities/84315
http://www.securityfocus.com/bid/59878
https://security.gentoo.org/glsa/201507-16
https://www.cve.org/CVERecord?id=CVE-2013-2100
https://nvd.nist.gov/vuln/detail/CVE-2013-2100
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