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Summary

CVE CVE-2013-2104

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-21 18:55:00 UTC

Updated 2023-02-13 04:42:00 UTC

Description python-keystoneclient before 0.2.4, as used in OpenStack Keystone (Folsom), does not properly check expiry for PKI tokens, which allows remote authenticated users to (1) retain use of a token after it has expired, or (2) use a revoked token once it expires.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Python-keystoneclient 0.2.2 All All All

Application Openstack Python-keystoneclient All All All All

Application Openstack Python-keystoneclient 0.2.2 All All All

References

Reference Source Link

USN-1875-1: OpenStack Keystone vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal MISC access.redhat.com

CVE-2013-2104 - Red Hat Customer Portal MISC access.redhat.com

openSUSE-SU-2013:1089-1: moderate: update for openstack-keystone SUSE lists.opensuse.org

USN-1851-1: python-keystoneclient vulnerability | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Bug #1179615 “[OSSA 2013-014] auth_token middleware neglects to ...” : Bugs : python-keystoneclient CONFIRM bugs.launchpad.net

965852 – (CVE-2013-2104) CVE-2013-2104 OpenStack Keystone: Missing expiration check in Keystone PKI token validation MISC bugzilla.redhat.com

oss-security - [OSSA 2013-014] Missing expiration check in Keystone PKI tokens validation (CVE-2013-2104) MLIST www.openwall.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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