CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2013-2110

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-2110

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2013-06-21 20:55:00 UTC

2016-12-31 02:59:00 UTC

Heap-based buffer overflow in the php_quot_print_encode function in ext/standard/quot_print.c in PHP before 5.3.26 and 5

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All
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Application Php Php 5.3.4 All All All

Application Php Php 5.3.5 All All All

Application Php Php 5.3.6 All All All

Application Php Php 5.3.7 All All All

Application Php Php 5.3.8 All All All

Application Php Php 5.3.9 All All All

Application Php Php 5.4.0 All All All

Application Php Php 5.4.1 All All All

Application Php Php 5.4.10 All All All

Application Php Php 5.4.11 All All All

Application Php Php 5.4.12 All All All

Application Php Php 5.4.13 All All All

Application Php Php 5.4.14 All All All

Application Php Php 5.4.15 All All All

Application Php Php 5.4.2 All All All

Application Php Php 5.4.3 All All All

Application Php Php 5.4.4 All All All

Application Php Php 5.4.5 All All All

Application Php Php 5.4.6 All All All

Application Php Php 5.4.7 All All All

Application Php Php 5.4.8 All All All

Application Php Php 5.4.9 All All All

Application Php Php All All All All

Reference Source Link Tags
APPLE-SA-2013-09-12-1 OS X Mountain Lion v10.8.5 and Security Update 2013-004 APPLE lists.apple.com

About the security content of OS X Mountain Lion v10.8.5 and Security Update 2013-004 CONFIRM  support.apple.com

Malformed Request BID www.securityfocus.com
USN-1872-1: PHP vulnerability | Ubuntu UBUNTU  www.ubuntu.com

PHP: PHP 5 Changelog CONFIRM  www.php.net

PHP :: Sec Bug #64879 :: Heap based buffer overflow in quoted_printable_encode CONFIRM  bugs.php.net

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
< s |

No vendor comments have been submitted for this CVE.
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http://cve.report/software/php/php
http://lists.apple.com/archives/security-announce/2013/Sep/msg00002.html
http://support.apple.com/kb/HT5880
http://www.securityfocus.com/bid/60411
http://www.ubuntu.com/usn/USN-1872-1
http://www.php.net/ChangeLog-5.php
https://bugs.php.net/bug.php?id=64879
https://www.cve.org/CVERecord?id=CVE-2013-2110
https://nvd.nist.gov/vuln/detail/CVE-2013-2110

There are currently no legacy QID mappings associated with this CVE.
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