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Summary

CVE CVE-2013-2117

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-09 20:56:00 UTC

Updated 2013-08-22 06:51:00 UTC

Description Directory traversal vulnerability in the cgit_parse_readme function in ui-summary.c in cgit before 0.9.2, when a readme file is set to a filesystem path, allows remote attackers to read arbitrary files via a .. (dot dot) in the url parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jason A Donenfeld Cgit All All All All

Application Lars Hjemli Cgit 0.1 All All All

Application Lars Hjemli Cgit 0.2 All All All

Application Lars Hjemli Cgit 0.3 All All All

Application Lars Hjemli Cgit 0.4 All All All

Application Lars Hjemli Cgit 0.5 All All All

Application Lars Hjemli Cgit 0.6 All All All

Application Lars Hjemli Cgit 0.6.1 All All All

Application Lars Hjemli Cgit 0.6.2 All All All

Application Lars Hjemli Cgit 0.6.3 All All All

Application Lars Hjemli Cgit 0.7 All All All

Application Lars Hjemli Cgit 0.7.1 All All All

Application Lars Hjemli Cgit 0.7.2 All All All

Application Lars Hjemli Cgit 0.8 All All All

Application Lars Hjemli Cgit 0.8.1 All All All

Application Lars Hjemli Cgit 0.8.1.1 All All All

Application Lars Hjemli Cgit 0.8.2 All All All
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Application Lars Hjemli Cgit 0.8.2 All All All

Application Lars Hjemli Cgit 0.8.2.1 All All All

Application Lars Hjemli Cgit 0.8.2.2 All All All

Application Lars Hjemli Cgit 0.8.3 All All All

Application Lars Hjemli Cgit 0.8.3.1 All All All

Application Lars Hjemli Cgit 0.8.3.2 All All All

Application Lars Hjemli Cgit 0.8.3.3 All All All

Application Lars Hjemli Cgit 0.8.3.4 All All All

Application Lars Hjemli Cgit 0.8.3.5 All All All

Application Lars Hjemli Cgit 0.9 All All All

Application Lars Hjemli Cgit 0.9.0.1 All All All

Application Lars Hjemli Cgit 0.9.0.2 All All All

Application Lars Hjemli Cgit 0.9.0.3 All All All

Application Lars Hjemli Cgit 0.1 All All All

Application Lars Hjemli Cgit 0.2 All All All

Application Lars Hjemli Cgit 0.3 All All All

Application Lars Hjemli Cgit 0.4 All All All

Application Lars Hjemli Cgit 0.5 All All All

Application Lars Hjemli Cgit 0.6 All All All

Application Lars Hjemli Cgit 0.6.1 All All All

Application Lars Hjemli Cgit 0.6.2 All All All

Application Lars Hjemli Cgit 0.6.3 All All All

Application Lars Hjemli Cgit 0.7 All All All

Application Lars Hjemli Cgit 0.7.1 All All All

Application Lars Hjemli Cgit 0.7.2 All All All

Application Lars Hjemli Cgit 0.8 All All All

Application Lars Hjemli Cgit 0.8.1 All All All

Application Lars Hjemli Cgit 0.8.1.1 All All All

Application Lars Hjemli Cgit 0.8.2 All All All

Application Lars Hjemli Cgit 0.8.2.1 All All All

Application Lars Hjemli Cgit 0.8.2.2 All All All

Application Lars Hjemli Cgit 0.8.3 All All All

Application Lars Hjemli Cgit 0.8.3.1 All All All

Application Lars Hjemli Cgit 0.8.3.2 All All All

Application Lars Hjemli Cgit 0.8.3.3 All All All

Application Lars Hjemli Cgit 0.8.3.4 All All All
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Application Lars Hjemli Cgit 0.8.3.5 All All All

Application Lars Hjemli Cgit 0.9 All All All

Application Lars Hjemli Cgit 0.9.0.1 All All All

Application Lars Hjemli Cgit 0.9.0.2 All All All

Application Lars Hjemli Cgit 0.9.0.3 All All All

References

Reference Source Link Tags

openSUSE-SU-2013:1207-1: moderate: cgit to fix directory traversal SUSE lists.opensuse.org

cgit - A hyperfast web frontend for git repositories written in C. CONFIRM git.zx2c4.com Vendor Advisory

About Secunia Research | Flexera SECUNIA secunia.com Vendor Advisory

openSUSE-SU-2013:1303-1: moderate: cgit to fix directory traversal SUSE lists.opensuse.org

oss-security - Re: CVE Request: cgit directory traversal MLIST www.openwall.com

[ANNOUNCE] CGIT v0.9.2 Released MLIST lists.zx2c4.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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