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Summary

CVE CVE-2013-2130

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-05 20:55:00 UTC

Updated 2015-09-10 15:24:00 UTC

Description ZNC 1.0 allows remote authenticated users to cause a denial of service (NULL pointer reference and crash) via a crafted request to the (1) editnetwork, (2) editchan, (3) addchan, or (4) delchan page in modules/webadmin.cpp.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Znc Znc 1.0 All All All

Application Znc Znc 1.0 All All All

References

Reference Source Link Tags

Fix NULL pointer dereference in webadmin. · 2bd410e · znc/znc · GitHub CONFIRM github.com Exploit, Patch

Mageia Advisory: MGASA-2013-0257 - Updated znc package fixes CVE-2013-2130 CONFIRM advisories.mageia.org

oss-security - Re: CVE request: znc: null pointer dereference in webadmin MLIST www.openwall.com

Support / Security / Advisories / / MDVSA-2015:013 | Mandriva MANDRIVA www.mandriva.com

[SECURITY] Fedora 18 Update: znc-1.2-0.1.alpha1.fc18 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 19 Update: znc-1.2-0.1.alpha1.fc19 FEDORA lists.fedoraproject.org

Security Advisory SA53450 - ZNC Multiple NULL Pointer Dereference Vulnerabilities - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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