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CVE-2013-2139

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIACHIAUNICN/I-N/AP Certain versions of lesrtp from Cisco contain the foIIowing
vulnerability:

Buffer overflow in srtp.c in libsrtp in srtp 1.4.5 and earlier allows remote
attackers to cause a denial of service (crash) via vectors related to a
length inconsistency in the crypto_policy set from_profile_for_rtp and
srtp_protect functions.

CVE-2013-2139 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: f2i6-LOW

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
(D) OSVDB 93852
Full Disclosure: [GTA-2013-01] - Libsrtp 2 FULLDISC 20130603 [GTA-2013-01] -
srtp_protect/hmac_compute buffer overflow Libsrtp srtp_protect/hmac_compute buffer
overflow
Docupdate by jfigus - Pull Request #27 - cisco/libsrtp - ) CONFIRM github.com/cisco/libsrtp/pull/27
GitHub [ text/html |
Support / Security / Advisories / / MDVSA-2014:219 | & MANDRIVA MDVSA-2014:219
Mandriva
openSUSE-SU-2013:1258-1: moderate: srtp 9 SUSE openSUSE-SU-2013:1258



https://cve.report/
https://cve.report/CVE-2013-2139/mitre
https://cve.report/CVE-2013-2139/nist
https://cve.report/CVE-2013-2139/cve_org
https://cve.report/CVE-2013-2139.pdf
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.osvdb.org/93852
http://seclists.org/fulldisclosure/2013/Jun/10
https://github.com/cisco/libsrtp/pull/27
http://www.mandriva.com/security/advisories?name=MDVSA-2014:219
http://lists.opensuse.org/opensuse-updates/2013-07/msg00083.html

Debian -- Security Information -- DSA-2840-1 srtp (© DEBIAN DSA-2840
openSUSE-SU-2014:1250-1: moderate: srtp 9 SUSE openSUSE-SU-2014:1250

Fedora alert FEDORA-2013-24153 (libsrtp) [LWN.net] [ Iwn.net | & FEDORA FEDORA-2013-24153

970697 — (CVE-2013-2139) CVE-2013-2139 libsrip: buffer (@ CONFIRM
overflow in application of crypto profiles bugzilla.redhat.com/show_bug.cgi?id=970697

Mageia Advisory: MGASA-2014-0465 - Updated srtp B} CONFIRM advisories.mageia.org/MGASA-
package fixes security vulnerability 2014-0465.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

377499 Alibaba Cloud Linux Security Update for libsrtp (ALINUX2-SA-2020:0125)
671055 EulerOS Security Update for libsrtp (EulerOS-SA-2019-2617)

671111 EulerOS Security Update for libsrtp (EulerOS-SA-2019-2706)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Libsrtp 1.0.1 All All All
Application Cisco Libsrtp 1.0.2 All All All
Application Cisco Libsrtp 1.04 All All All
Application Cisco Libsrtp 1.0.5 All All All
Application Cisco Libsrtp 1.0.6 All All All
Application Cisco Libsrtp 1.3.20 All All All
Application Cisco Libsrtp 1.4.0 All All All
Application Cisco Libsrtp 1.4.1 All All All
Application Cisco Libsrtp 1.4.2 All All All
Application Cisco Libsrtp 1.4.4 All All All
Application Cisco Libsrtp 1.0.1 All All All
Application Cisco Libsrtp 1.0.2 All All All
Application Cisco Libsrtp 1.04 All All All
Application Cisco Libsrtp 1.0.5 All All All
Application Cisco Libsrtp 1.0.6 All All All

Application Cisco Libsrtp 1.3.20 All All All

Al el ~ [RETI. PREVEPN An An A


http://www.debian.org/security/2014/dsa-2840
http://lists.opensuse.org/opensuse-updates/2014-09/msg00059.html
http://lwn.net/Articles/579633/
https://bugzilla.redhat.com/show_bug.cgi?id=970697
http://advisories.mageia.org/MGASA-2014-0465.html
mailto:%20comment@cve.report
http://cve.report/qid/377499
http://cve.report/qid/671055
http://cve.report/qid/671111
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp

Application
Application
Application
Application
Application

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

cpe:2.3:a:cisco:libsrtp:1.0. 1

cpe:2.3:a:cisco:libsrtp:1.0.2: ™

cpe:2.3:a:cisco:libsrtp:1.0.4: e

cpe:2.3:a:cisco:libsrtp:1.0.5: ™

cpe:2.3:a:cisco:libsrtp:1.0.6:" ™

cpe:2.3:a:cisco:libsrtp:1.3.20

cpe:2.3:a:cisco:libsrtp:1.4.0:* e

cpe:2.3:a:cisco:libsrtp:1.4. 1 e

cpe:2.3:a:cisco:libsrtp:1.4.2: e

cpe:2.3:a:cisco:libsrip:1.4.4: e

cpe:2.3:a:cisco:libsrtp:1.0. 1

cpe:2.3:a:cisco:libsrtp:1.0.2: %" "

LlIsco
Cisco
Cisco
Cisco
Cisco

Fedoraproject

Fedoraproject

Fedoraproject

Fedoraproject

Fedoraproject

Fedoraproject

Opensuse

Opensuse

Opensuse

Opensuse

dkak kR akakak.

LIDSITP
Libsrtp
Libsrtp
Libsrtp
Libsrtp

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Opensuse

Opensuse

Opensuse

Opensuse

1.4.U

1.4.1

1.4.2

1.4.4

All

18

19

20

18

19

20

12.3

13.1

12.3

13.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/libsrtp
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse

cpe:2.3:a:cisco:libsrtp:1.0.4: %"

cpe:2.3:a:cisco:libsrtp:1.0.5: " "™

cpe:2.3:a:cisco:libsrtp:1.0.6: %" "

cpe:2.3:a:cisco:libsrtp:1.4.0: "

cpe:2.3:a:cisco:libsrip:1.4.1:

cpe:2.3:a:cisco:libsrtp:1.4.2:% %"

cpe:2.3:a:ciscolibsrtp:1.4.4: x>

cpe:2.3:a:cisco:libsrtp:* "

cpe:2.3:0:fedoraproject:fedora:18:*:*:*:*:*:*:*:

cpe:2.3:0:fedoraproject:fedora:19:*:*:*:*:*:*:*:

cpe:2.3:0:fedoraproject:fedora:18:*:*:*:*:*:*:*:
cpe:2.3:0:fedoraproject:fedora:19:*:*:*:*:*:*:*:
cpe:2.3:0:fedoraproject:fedora:20:*:*:*:*:*:*:*:
cpe:2.3:0:0pensuse:opensuse:12.3:*:
cpe:2.3:0:0pensuse:opensuse:13.1:
cpe:2.3:0:0pensuse:opensuse:12.3:*:

KLk kKK kK,

cpe:2.3:0:0pensuse:opensuse:13.1:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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