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AVAACMAUSCNIPIAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The dispatch_discard_io function in drivers/block/xen-blkback/blkback.c
in the Xen blkback implementation in the Linux kernel before 3.10.5
allows guest OS users to cause a denial of service (data loss) via
filesystem write operations on a read-only disk that supports the (1)
BLKIF_OP_DISCARD (aka discard or TRIM) or (2) SCSI UNMAP

feature.

CVE-2013-2140 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (38 LOW

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

CVE-2013-2140 in Ubuntu (2) CONFIRM people.canonical.com/~ubuntu-security/cve/2013/CVE-2013-
2140.htm

USN-1944-1: Linux kernel [ www.ubuntu.com | ® UBUNTU USN-1944-1

vulnerabilities | Ubuntu

kernel/git/torvalds/linux.git - RIS TTELT (D) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-

Linux kernel source tree 2.6.git%3Ba=commit%3Bh=604c499cbbcc3d5fe5tb8d53306aa0fae 1990109
A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.10.5

|

USN-1945-1: Linux kernel @ UBUNTU USN-1945-1


https://cve.report/
https://cve.report/CVE-2013-2140/mitre
https://cve.report/CVE-2013-2140/nist
https://cve.report/CVE-2013-2140/cve_org
https://cve.report/CVE-2013-2140.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://people.canonical.com/~ubuntu-security/cve/2013/CVE-2013-2140.html
http://www.ubuntu.com/usn/USN-1944-1
https://web.archive.org/web/2013/http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=604c499cbbcc3d5fe5fb8d53306aa0fae1990109
https://cve.report/CVE-2013-2140/6cd3f815
http://www.ubuntu.com/usn/USN-1945-1

(OMAP4) vulnerabilities |
Ubuntu

USN-1946-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

971146 — (CVE-2013-2140)
CVE-2013-2140 kernel:
xen: blkback: insufficient
permission checks for
BLKIF_OP_DISCARD

USN-1943-1: Linux kernel
(Raring HWE)
vulnerabilities | Ubuntu

USN-2038-1: Linux kernel
vulnerabilities | Ubuntu

USN-1938-1: Linux kernel
vulnerabilities | Ubuntu

xen/blkback: Check device
permissions before allowing
OP_DISCARD -
torvalds/linux@604c499 -
GitHub

USN-1947-1: Linux kernel
(Quantal HWE)
vulnerabilities | Ubuntu

USN-2039-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

oss-security - Re:
xen/blkback: Check device
permissions before allowing
OP_DISCARD
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bugzilla.redhat.com

text/html

text/html

text/html

[Expoit
=
[t com.

text/html

text/html

text/html

® UBUNTU USN-1946-1

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=971146

® UBUNTU USN-1943-1

® UBUNTU USN-2038-1

® UBUNTU USN-1938-1

) CONFIRM
github.com/torvalds/linux/commit/604c499cbbcc3d5fe5fb8d53306aal0fae 1990109

® UBUNTU USN-1947-1

® UBUNTU USN-2039-1

¢ > MLIST [oss-security] 20130605 Re: xen/blkback: Check device permissions
before allowing OP_DISCARD

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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System

KKk akukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc1:*:*:

akakak ok akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*:**:*:*:

ARk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rcd:*:*:*:*:*:*:

Rk kR Lk uk.

cpe:2.3:0:linux:linux_kernel:3.0:rc5:*:*:**:*:*:

R

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.11: %" "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.12:*: % """

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.21:*: %"

akLk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:**:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.25:*:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.27:*:***:*:*:*:

ARk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.28:™: " "™



Ak koK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:**:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.30: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.32:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*: " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:* %" "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.37::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.0.4:*:*: % *:*:*:

aKk LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.49:*: """

cpe:2.3:0:linux:linux_kernel:3.0.5::*: " *:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:**:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.51:*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.52:*:*:**:*:*:*:



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.54 %% :**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.55:**:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.57: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.59:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:**:*:*::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

kKoK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61::*:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*: "

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:**:
akakakakakak.

cpe:2.3:0:linux:linux_kernel:3.1:rc4: "

cpe:2.3:0:linux:linux_kernel:3.1. 1% %"

cpe:2.3:0:linux:linux_kernel:3.1.2:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3: "

cpe:2.3:0:linux:linux_kernel:3.1.4::*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.1.5: % :**:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:* "

cpe:2.3:0:linux:linux_kernel:3.1.7:

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.1.9: 7

cpe:2.3:0:linux:linux_kernel:3.10.0:* "™

cpe:2.3:0:linux:linux_kernel:3.10.1: "™

akak kR akakak.

cpe:2.3:0:linux:linux_kernel:3.10.10: "%

dk Kk ok ak Rk,

cpe:2.3:0:linux:linux_kernel:3.10.12:*: "%

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.10.2:*: """
cpe:2.3:0:linux:linux_kernel:3.10.3:*: """
cpe:2.3:0:linux:linux_kernel:3.10.5: "%
cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.10.7:*: """

cpe:2.3:0:linux:linux_kernel:3.10.8:*: % ":*:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:*: """

cpe:2.3:0:linux:linux_kernel:3.11. 1 """

cpe:2.3:0:linux:linux_kernel:3.2:%:*: "

L

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*::

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5: "

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.2.1:*****:*:*:

akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.10:*: """



akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2. 11

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.12:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.14: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.15: "™

Kk ok Kk oKLk,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.18:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.19:*** "1™
cpe:2.3:0:linux:linux_kernel:3.2.2:%:*:**:**:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.2.20:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.21 % "%

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.2.30:*:*: """
cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.5:*:*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.7:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9:*:*:***:*:*:

coe:2.3:0:linux:linux kernel:3.3:*:*:*:**:*:*:



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc1:*:*:*

KKk ok akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:**:*:*:

akakuk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*: " *:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:*:*:*:*:*:

kakak ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

Rk kR ok ak.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.3.3:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:* " **:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc5:*:*: "

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:*:*:*::

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1:*:****: "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.10:*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4. 11 "

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.12:*: "



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.15:* % :*

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.16:™:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.17: ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.19: "™

cpe:2.3:0:linux:linux_kernel:3.4.2:%:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.21 " "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.4.22:*:*:***:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:***:**:

cpe:2.3:0:linux:linux_kernel:3.4.4::*:** """

cpe:2.3:0:linux:linux_kernel:3.4.5::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*:****: "

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:***:*:*:
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cpe:2.3:0:linux:linux_kernel:3.5.4:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.5.5:
cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.5.7:
cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:***:**::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.6.10:* " :*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.6.1 1 :*:*:

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.1: % *:%*:

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.3: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.4::*** "

cpe:2.3:0:linux:linux_kernel:3.7.5: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.6::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.8::* " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.0: " "



cpe:2.3:0:linux:linux_kernel:3.8.1:**:**:*:*:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.8.10:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.8.12: "™
cpe:2.3:0:linux:linux_kernel:3.8.13: "™
cpe:2.3:0:linux:linux_kernel:3.8.2:%:***:**::
cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.8.4:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.8.5:*:***:**:*:
cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.7:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.0::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.1:*:*:***:*:*:

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.9.10: """

cpe:2.3:0:linux:linux_kernel:3.9.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.4::****:*:*:

dkakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc1:



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*:**:*:*:

KKk ok kak.

cpe:2.3:0:linux:linux_kernel:3.0:rcd:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc5:*:*:**:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1: %

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.1 1 "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.12:* % "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.14:*:*:* """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.15: """

akLk LKLk Lk LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*: """

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.25:*:*:* """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.27:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:***:*:*:



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.31:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:* " :*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.4::*:**:*:*:*:

akLK LKLk LKL KLk,

cpe:2.3:0:linux:linux_kernel:3.0.49:*: """

cpe:2.3:0:linux:linux_kernel:3.0.5:*:*:***:*:*:

akk LKLk K LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:**:*:*:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.51:* """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.52:*:*:**:*:*:*:

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.53:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.54:* """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.55:*:*:**:**:*:



Ak koK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:*:*:*:*:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.57:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.59: "™

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:**:*:*::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7: 7 *:":*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*: "

L

cpe:2.3:0:linux:linux_kernel:3.1:rc4: "
cpe:2.3:0:linux:linux_kernel:3.1.1: % %"
cpe:2.3:0:linux:linux_kernel:3.1.10:* """
cpe:2.3:0:linux:linux_kernel:3.1.2:*:*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.1.3: " **:
cpe:2.3:0:linux:linux_kernel:3.1.4:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5: % :*:*:

cpe:2.3:0:linux:linux kernel:3.1.6:*:*:**:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.1.7:*****:**:
cpe:2.3:0:linux:linux_kernel:3.1.8:**:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.1.9:
cpe:2.3:0:linux:linux_kernel:3.10.0:™ "™
cpe:2.3:0:linux:linux_kernel:3.10.1: "™

cpe:2.3:0:linux:linux_kernel:3.10.10: "%

ak Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:3.10.11 "

akak kR ok akuk.

cpe:2.3:0:linux:linux_kernel:3.10.12:*: "%

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.10.2:*:*:* "™
cpe:2.3:0:linux:linux_kernel:3.10.3:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.10.5: "%
cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.10.7:*: """

cpe:2.3:0:linux:linux_kernel:3.10.8:*:*:*:":*:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:*: """

cpe:2.3:0:linux:linux_kernel:3.11.1:* """

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:*:*:

L

cpe:2.3:0:linux:linux_kernel:3.2:rc4: "

dkakkakakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5:*:*: "

akLk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*: "

cpe:2.3:0:linux:linux_kernel:3.2. 1 :*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.10:*:*: """

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.12:*:*:**:*



Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2. 14 :**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.15: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.17: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.18:*:*:* "™
cpe:2.3:0:linux:linux_kernel:3.2.19:** " "™
cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:**:**::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.20:**:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.2.21:**:* "™

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.6::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.8::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3:*: "

dkak Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc1: "
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Kk kR ukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:*:**:*:*:

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.3.3:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7:% " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

L

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1:*:** """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.10:*: """

akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4. 11 "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.13:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.14:* x>

akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.15:**: %



akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.16:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4. 17

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.18: "™

cpe:2.3:0:linux:linux_kernel:3.4.19: "™

cpe:2.3:0:linux:linux_kernel:3.4.2:%:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.21:****:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.22:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.24:**:***:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.25:* %" **:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.26:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.4::*:** """

cpe:2.3:0:linux:linux_kernel:3.4.5::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:%:*** "

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.4::****:*:*:



cpe:2.3:0:linux:linux_kernel:3.5.5:* % :*:*:
cpe:2.3:0:linux:linux_kernel:3.5.6:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.5.7:**:***:**:
cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.6.10:™ "™

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*:*: "

cpe:2.3:0:linux:linux_kernel:3.7.1: """

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3: """

cpe:2.3:0:linux:linux_kernel:3.7.4::*:***:"*:

cpe:2.3:0:linux:linux_kernel:3.7.5: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*:****: "

cpe:2.3:0:linux:linux_kernel:3.7.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.1:*:*:***:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.10: ™ "™



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.12:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.13:*: "™

cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.8.4:

cpe:2.3:0:linux:linux_kernel:3.8.5:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.7:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.8.9: " *:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.9:rc1: "

cpe:2.3:0:linux:linux_kernel:3.9.0:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.9.1:*:*:***:*:*:

Ak kLKL kLK LK,

cpe:2.3:0:linux:linux_kernel:3.9.11:* """

cpe:2.3:0:linux:linux_kernel:3.9.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.4::****:*:*:

ARk kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:*:*:**:***:*:

No vendor comments have been submitted for this CVE
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