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Summary

CVE CVE-2013-2145

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-19 23:55:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description The cpansign verify functionality in the Module::Signature module before 0.72 for Perl allows attackers to bypass the signature check and execute arbitrary code via a SIGNATURE file with a "special unknown cipher" that references an untrusted module in Digest/.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Application Perlmonks Module signature 0.70 All

Application Perlmonks Module signature 0.71 All

Application Perlmonks Module signature All All

Application Perlmonks Module \ signature 0.70 All

Application Perlmonks Module \ signature 0.71 All
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Application Perlmonks Module \ signature 0.71 All

Application Perlmonks Module \ signature All All

Application Perlmonks Module \ signature 0.70 All

Application Perlmonks Module \ signature 0.71 All

References

Reference Source Link

* Version 71 with advisory from @fweimer · audreyt/module-signature@575f7bd · GitHub CONFIRM github.com

USN-1896-1: Module::Signature perl module vulnerability | Ubuntu UBUNTU www.ubuntu.com

Module::Signature CVE-2013-2145 Local Arbitrary Code Execution Vulnerability BID www.securityfocus.com

971096 – (CVE-2013-2145) CVE-2013-2145 perl-Module-Signature: arbitrary code execution when verifying SIGNATURE MISC bugzilla.redhat.com

* 0.72 with an improved path checker from @fweimer · audreyt/module-signature@cbd06b3 · GitHub CONFIRM github.com

openSUSE-SU-2013:1185-1: moderate: perl-Module-Signature SUSE lists.opensuse.org

oss-security - CVE-2013-2145: perl Module::Signature code execution vulnerability MLIST www.openwall.com

openSUSE-SU-2013:1178-1: moderate: perl-Module-Signature SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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