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CVE-2013-2164

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCPINAN Certain versions of Linux Kernel from Linux contain the following

vulnerability:

The mmc_ioctl_cdrom_read_data function in drivers/cdrom/cdrom.c in
the Linux kernel through 3.10 allows local users to obtain sensitive
information from kernel memory via a read operation on a
malfunctioning CD-ROM drive.

CVE-2013-2164 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: f2ii=Low

Access
Vector

Confidentiality
Impact

Access Authentication
Complexity

Low [NONE
Integrity Availability
Impact Impact

Description

kernel/git/next/linux-next.git - The linux-
next integration testing tree

Red Hat Customer Portal

USN-1941-1: Linux kernel vulnerabilities |
Ubuntu

Red Hat Customer Portal

[securitv-announcel SUSE-SU-2013:1473-

[ NONE | [ NONE |
CVE References

Tags Link

() CONFIRM git.kernel.org/cgit/linux/kernel/git/next/linux-
next.git/commit/drivers/cdrom/cdrom.c?
id=050e4b8fb7cdd7096c987a9cd556029c622¢7fe2

& REDHAT RHSA-2013:1166

text/html
Not Archived

® UBUNTU USN-1941-1

& REDHAT RHSA-2013:1645

9 SUSE SUSE-SU-2013:1473


https://cve.report/
https://cve.report/CVE-2013-2164/mitre
https://cve.report/CVE-2013-2164/nist
https://cve.report/CVE-2013-2164/cve_org
https://cve.report/CVE-2013-2164.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://git.kernel.org/cgit/linux/kernel/git/next/linux-next.git/commit/drivers/cdrom/cdrom.c?id=050e4b8fb7cdd7096c987a9cd556029c622c7fe2
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1166.html
http://www.ubuntu.com/usn/USN-1941-1
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1645.html
http://lists.opensuse.org/opensuse-security-announce/2013-09/msg00003.html

1: important: Security update for

USN-1913-1: Linux kernel (EC2)
vulnerabilities | Ubuntu

Bug 973100 — CVE-2013-2164 Kernel:
information leak in cdrom driver

USN-1942-1: Linux kernel (OMAP4)
vulnerabilities | Ubuntu

USN-1912-1: Linux kernel vulnerabilities |
Ubuntu

[security-announce] SUSE-SU-2013:1474-
1: important: Security update for

openSUSE-SU-2013:1971-1: moderate:
kernel: security and bugfix update

oss-security - Re: CVE Request: Linux
Kernel - Leak information in cdrom driver.

Debian -- Security Information -- DSA-
2766-1 linux-2.6

L - J ~

[ www.ubuntu.com | ® UBUNTU USN-1913-1

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=973100

[ www.ubuntu.com | ® UBUNTU USN-1942-1

| www.ubuntu.com | ® UBUNTU USN-1912-1

) SUSE SUSE-SU-2013:1474

9 SUSE openSUSE-SU-2013:1971

[ Patch | ¢ > MLIST [oss-security] 20130610 Re: CVE Request: Linux Kernel
- Leak information in cdrom driver.

(© DEBIAN DSA-2766

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 3.0 rci All All
System

Operating Linux Linux Kernel 3.0 rc2 All All
System

Operating Linux Linux Kernel 3.0 rc3 All All
System

Operating Linux Linux Kernel 3.0 rcd All All
System

Operating Linux Linux Kernel 3.0 rcd All All
System

Operating Linux Linux Kernel 3.0 rcé All All
System

Operating Linux Linux Kernel 3.0 rc7 All All
System

Operating Linux Linux Kernel 3.0.1 All All All
System

Operating Linux Linux Kernel 3.0.10 All All All


http://www.ubuntu.com/usn/USN-1913-1
https://bugzilla.redhat.com/show_bug.cgi?id=973100
http://www.ubuntu.com/usn/USN-1942-1
http://www.ubuntu.com/usn/USN-1912-1
http://lists.opensuse.org/opensuse-security-announce/2013-09/msg00004.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00129.html
http://www.openwall.com/lists/oss-security/2013/06/10/9
http://www.debian.org/security/2013/dsa-2766
mailto:%20comment@cve.report
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
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akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3: " *:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.37:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.4:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.40: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.41: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.42:*:* " "™

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:*:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.44:* """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.47:*: > "



cpe:2.3:0:linux:linux_kernel:3.0.5:*:*: " *:*:

akLK LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:3.0.54:*: """

akLK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.55:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.57:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:*:*:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:*:*:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.66:™:*:*:**:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.67::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:*:*:*:

sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:*:**:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc1: %

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:":*:*



cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.4:*:*: """

cpe:2.3:0:linux:linux_kernel:3.1.5: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: 7 :*:*:

cpe:2.3:0:linux:linux_kernel:3.1.7:% %"

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.9:*:****:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.10.0:*: """

dk Lk akkakakak.

cpe:2.3:0:linux:linux_kernel:3.2:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:*:*:x86:*:

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:**:*:*:

kKR ok akuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc4:*:*:*

KKk akukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5:*:*:***::

ARk kR kR,

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.1:

cpe:2.3:0:linux:linux_kernel:3.2.1:*:*:*:*:*:x86:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.11: % **:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.12:* %" "1™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.13:** " "1™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.14:*:*:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.15: %" %"



akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.22:*:*:**:*:*:*:

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.2.23:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.24:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.26:*:*:*:*:**:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.27:*:***:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.30:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.5: "
cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:* "
cpe:2.3:0:linux:linux_kernel:3.2.7:
cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:3.2.9:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

KKk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc1:*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:



cpe:2.3:0:linux:linux_kernel:3.3.1:* """

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7:%:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*: " *:*:

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:3.4:* "

cpe:2.3:0:linux:linux_kernel:3.4:*:*:*:*:*:x86:*:

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rct ™

cpe:2.3:0:linux:linux_kernel:3.4.1: % **:**:

cpe:2.3:0:linux:linux_kernel:3.4.1:*:*:*:*:*:x86:*:

rna? BAclinnivilinniy karnal-Q A AN xxkkk k.



akLK KKKk LK,

cpe:2.3:0:linux:linux_kernel:3.4.16:*:*:*:*:*:*:*:

akLK LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:3.4.17:* "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.19: """

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:*:*:*:x86:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.20:*:*:**:**:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.21 %

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.22:* % :**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.24:****:*

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.25:* % :*

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.27:****:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.28:*:*: "™
cpe:2.3:0:linux:linux_kernel:3.4.29:* " :*:*:
cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:* "
cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:*:*:*:x86:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.30: %" *:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.32:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.4:*:*:*:*:*:x86:*:



cpe:2.3:0:linux:linux_kernel:3.4.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.5:*:*:*:*:*:x86::

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*:*:** """

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.7:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:***:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.6.11:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.6.2:**:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3: " " ::

cpe:2.3:0:linux:linux_kernel:3.6.4:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:**:*:*:*:

dkakak kR akak.

cpe:2.3:0:linux:linux_kernel:3.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.1: % *:%*:



cpe:2.3:0:linux:linux_kernel:3.7.2:™:":" """

cpe:2.3:0:linux:linux_kernel:3.7.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.4:*:*:** """

cpe:2.3:0:linux:linux_kernel:3.7.5::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.7:% """

cpe:2.3:0:linux:linux_kernel:3.7.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9::****:%:*:

cpe:2.3:0:linux:linux_kernel:3.8.0: " *:*:

cpe:2.3:0:linux:linux_kernel:3.8.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.5:*:*:***:**:

cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

KRk akkuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc1:*:*:*

kakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc2:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.9:rcd:*:*:*:*:*:*:

Rk kR Lk uk.

cpe:2.3:0:linux:linux_kernel:3.9:rc5:*:*:**:*:*:

kakukakakak.

cpe:2.3:0:linux:linux_kernel:3.9:rc6:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.9:rc7:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.9.0:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.9.1:*:***:**::
cpe:2.3:0:linux:linux_kernel:3.9.2:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.9.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.4:*:*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.9.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.7:* """

cpe:2.3:0:linux:linux_kernel:3.9.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.9:*:*:***:*:*:

R

cpe:2.3:0:linux:linux_kernel:3.0:rc1: "

akLkukokakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc4: "

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc5: "

dkakkokukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc7: "

cpe:2.3:0:linux:linux_kernel:3.0.1:*:****:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.11:*

akk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.12:**:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.13:*:*:*:*:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.15: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.19:** "™

cpe:2.3:0:linux:linux_kernel:3.0.2:%:*:**:*:*::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.21 %" "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:*:*:*:*:*:



Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:***:*:*:

ARk LKLk kLK LK,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:*:*: " *:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:*:*:*:*:*:

akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.37:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.4:****:**:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.41: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.42:**: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:* " "™

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.0.44:*:***:*:*:

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.0.45:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.0.49:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.0.5:*:*:***:*:*:



akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:*:*:*:*:*:

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.57:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.59:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:**:*:*:*:

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:*:*:*:*:*:

akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.66:™:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.67::*: "™
cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.7:*:
cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.1: < :*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc1 7 :*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:":*:*

akakukakakak.

cpe:2.3:0:linux:linux_kernel:3.1:rc4:*":*:*



cpe:2.3:0:linux:linux_kernel:3.1.1: " """

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* """

cpe:2.3:0:linux:linux_kernel:3.1.4:*: """

cpe:2.3:0:linux:linux_kernel:3.1.5:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:*:**:":*:

cpe:2.3:0:linux:linux_kernel:3.1.7:%:* """

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.9:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.0:*: "

cpe:2.3:0:linux:linux_kernel:3.2:%: "

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:*:*:x86:*:

akakuk ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

KKk akukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc4:*:*:**:*::

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:**:*:*:

KRk akk k.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:3.2.1:

cpe:2.3:0:linux:linux_kernel:3.2.1:*:*:*:*:*:x86:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.10: "™

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.2.1 1 "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.13:**: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.14:**:***:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.15: "%



B T T LI I

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.24:* % """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.25:* """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.26:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.28:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.30:*:*:**:*
cpe:2.3:0:linux:linux_kernel:3.2.4:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.5:*****:**:
cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:* " ::
cpe:2.3:0:linux:linux_kernel:3.2.7:
cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:3.2.9:*:***:**::
cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3:rc1:*:*:**:*:*:

kakakakakak,

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

Rk ok akakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:":*:*

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:": "



cpe:2.3:0:linux:linux_kernel:3.3.1:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4::*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.7:* "

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:*: "

cpe:2.3:0:linux:linux_kernel:3.4:*:*:*:*:*:x86:*:

cpe:2.3:0:linux:linux_kernel:3.4.1 % %

cpe:2.3:0:linux:linux_kernel:3.4.1:*:*:*:*:*:x86:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.10: "%

S AA " [ N S RV R )



ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.17:* """

akk LKLk kLK LK,

cpe:2.3:0:linux:linux_kernel:3.4.18:*: """

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.19: """

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:*:*:*:x86:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.20:*: "

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.22:* "™

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*: " %

Ak kKKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.24:****:*

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.26:*:*:**:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.27:****:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.29:**:* "™

cpe:2.3:0:linux:linux_kernel:3.4.3:

cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:*:*:*:x86:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.31: " "™
cpe:2.3:0:linux:linux_kernel:3.4.32:*:*:***:**:
cpe:2.3:0:linux:linux_kernel:3.4.4:*:***:

cpe:2.3:0:linux:linux_kernel:3.4.4:*:*:*:*:*:x86:*:

cpe:2.3:0:linux:linux_kernel:3.4.5:*:*: %" *:*:



cpe:2.3:0:linux:linux_kernel:3.4.5:*:*:*:*:*:x86::

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:%:*:** %"

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.7:*:****:*:*:

dk Rk Lk akakak.

cpe:2.3:0:linux:linux_kernel:3.6::*: " :*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:**:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.6.10:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.6.11:**:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.6.3:**:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.6.4: "
cpe:2.3:0:linux:linux_kernel:3.6.5: " ::
cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.7:*:**:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.7.1 %

cpe:2.3:0:linux:linux_kernel:3.7.10: "%

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*:* " *:*:



cpe:2.3:0:linux:linux_kernel:3.7.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.4:*:*:** """

cpe:2.3:0:linux:linux_kernel:3.7.5:* """

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*:****:"*:

cpe:2.3:0:linux:linux_kernel:3.7.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.8.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

ARk kR ukuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc1: "

Kk kR kuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc2:*:*:**:*:*:

KRk ok akuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc3:*:*:**:*:*:

ARk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.9:rcd:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.9:rc5:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.9:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.0:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.9.1:

cpe:2.3:0:linux:linux_kernel:3.9.2:%:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.9.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.5:* %" *:*:



cpe:2.3:0:linux:linux_kernel:3.9.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.9.7:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.9.8:*:*:* " *:*:
cpe:2.3:0:linux:linux_kernel:3.9.9::*:***:*:*:
cpe:2.3:0:redhat:enterprise_linux:5: % """
cpe:2.3:0:redhat:enterprise_linux:5.0:*:*:* "
cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:5:*:*:*:*:*:*:*:

ARk LKLk kLK Lk,

cpe:2.3:0:redhat:enterprise_linux:5.0:*:*:***:*:*:

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:*:*:*:*:

dkakakk ok akuk.

cpe:2.3:a:redhat:enterprise_mrg:2.0:*:* "

dkkakk ok akak.

cpe:2.3:0:redhat:enterprise_mrg:2.0:*:* "

cpe:2.3:a:redhat:enterprise_mrg:2.0:*: "

No vendor comments have been submitted for this CVE
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