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Summary

CVE CVE-2013-2167

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-10 15:15:00 UTC

Updated 2023-02-13 04:43:00 UTC

Description python-keystoneclient version 0.2.3 to 0.2.5 has middleware memcache signing bypass

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Openstack Python-keystoneclient All All All All

Application Redhat Openstack 3.0 All All All

Application Redhat Openstack 3.0 All All All
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[SECURITY] Fedora 19 Update: python-keystoneclient-0.2.3-7.fc19

oss-security - [OSSA 2013-017] Issues in Keystone middleware memcache signing/encryption feature (CVE-2013-2166, CVE-2013-2167)

974271 – (CVE-2013-2166, CVE-2013-2167) CVE-2013-2166 CVE-2013-2167 python-keystoneclient: middleware memcache encryption and signing bypass

Red Hat Customer Portal

OpenStack python-keystoneclient CVE-2013-2167 Security Bypass Vulnerability

CVE-2013-2167

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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