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Summary

CVE CVE-2013-2179

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-27 01:55:00 UTC

Updated 2013-12-27 16:00:00 UTC

Description X.Org xdm 1.1.10, 1.1.11, and possibly other versions, when performing authentication using certain implementations of the crypt API function that can return NULL, allows remote attackers to cause a denial of service (NULL pointer dereference and crash) by attempting to log into an account whose password field contains invalid characters, as demonstrated using the crypt function from glibc 2.17 and later with (1) the "!" character in the salt portion of a password field or (2) a password that has been encrypted using DES or MD5 in FIPS-140 mode.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application X X Display Manager 1.1.10 All All All

Application X X Display Manager 1.1.11 All All All

Application X X Display Manager 1.1.10 All All All

Application X X Display Manager 1.1.11 All All All

References

Reference Source Link

xorg/app/xdm - X Display Manager / XDMCP server (mirrored from https://gitlab.freedesktop.org/xorg/app/xdm) CONFIRM cgit.freedesktop.org

openSUSE-SU-2013:1117-1: moderate: xdm: fixed NULL pointer crash SUSE lists.opensuse.org

10682 – xdm new security issue CVE-2013-2179 CONFIRM bugs.mageia.org

oss-security - Re: CVE request for possible NULL ptr deref in XDM when using crypt() from glibc 2.17+ MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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