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CVE-2013-2207

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

-2207

AVUACHAUNCRIPIAN Certain versions of Fedora from Fedoraproject contain the following

vulnerability:

CVE-2013-2207 has been assigned by & secalert@redhat.com to track the vulnerability

pt_chown in GNU C Library (aka glibc or libc6) before 2.18 does not
properly check permissions for tty files, which allows local users to
change the permission on the files and obtain access to arbitrary
pseudo-terminals by leveraging a FUSE file system.

CVSS2 Score: f2i6-LOW

Access Access
Vector Complexity
[HIoH)|
Confidentiality Integrity
Impact Impact

Authentication

Availability

Impact

Description

[security-announce] SUSE-SU-2016:0470-1: important: Security update for

USN-2985-2: GNU C Library regression | Ubuntu

David Miller - The GNU C Library version 2.18 is now available

15755 — (CVE-2013-2207) CVE-2013-2207: pt_chown tricked into granting
access to another users pseudo-terminal

About Secunia Research | Flexera

Tags

lists.opensuse.org
text/html

text/html

text/html

secunia.com

[ NONE |
CVE References

Link

9 SUSE SUSE-SU-2016:0470

® UBUNTU USN-2985-2

() MLIST [libc-alpha] 20130812 The
GNU C Library version 2.18 is now
available

(© CONFIRM
sourceware.org/bugzilla/show_bug.cgi?
id=15755

) SECUNIA 55113


https://cve.report/
https://cve.report/CVE-2013-2207/mitre
https://cve.report/CVE-2013-2207/nist
https://cve.report/CVE-2013-2207/cve_org
https://cve.report/CVE-2013-2207.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00036.html
http://www.ubuntu.com/usn/USN-2985-2
https://sourceware.org/ml/libc-alpha/2013-08/msg00160.html
https://sourceware.org/bugzilla/show_bug.cgi?id=15755
https://cve.report/CVE-2013-2207/a1bedab8

® UBUNTU USN-2985-1

USN-2985-1: GNU C Library vulnerabilities | Ubuntu

text/html

Support / Security / Advisories / / MDVSA-2013:283 | Mandriva e aee e & MANDRIVA MDVSA-2013:283

text/html

Gentoo Security EJ GENTOO GLSA-201503-04

976408 — (CVE-2013-2207) CVE-2013-2207 glibc (pt_chown): Improper m 7y CONFIRM
pseudotty ownership and permissions changes when granting access to the bugzilla.redhat.com/show_bug.cgi?
slave pseudoterminal id=976408

[security-announce] SUSE-SU-2015:1424-1: important: Security update for 9 SUSE SUSE-SU-2015:1424

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 18 All All All
System

Operating Fedoraproject Fedora 19 All All All
System

Operating Fedoraproject Fedora 18 All All All
System

Operating Fedoraproject Fedora 19 All All All
System

Application Gnu Glibc 2.0 All All All
Application Gnu Glibc 2.0.1 All All All
Application Gnu Glibc 2.0.2 All All All
Application Gnu Glibc 2.0.3 All All All
Application Gnu Glibc 2.04 All All All
Application Gnu Glibc 2.0.5 All All All
Application Gnu Glibc 2.0.6 All All All
Application Gnu Glibc 21 All All All
Application Gnu Glibc 2.1.1 All All All
Application Gnu Glibc 21.1.6 All All All
Application Gnu Glibc 21.2 All All All
Application Gnu Glibc 21.3 All All All

Application Gnu Glibc 2.1.9 All All All
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Application Gnu Glibc 2.15 All All All
Application Gnu Glibc 2.16 All All All

Application Gnu Glibc All All All All

akakak kR Rk,

cpe:2.3:0:fedoraproject:fedora:19:*:*:*:**:*:*:

ARk kKRR k.

cpe:2.3:0:fedoraproject:fedora:18:*:*:*:*:*:*:*:
cpe:2.3:0:fedoraproject:fedora:19:*:*:*:**:*:*:
cpe:2.3:a:gnu:glibc:2.0:
cpe:2.3:a:gnu:glibc:2.0.1:
cpe:2.3:a:gnu:glibc:2.0.2:*:
cpe:2.3:a:gnu:glibc:2.0.3:*:
cpe:2.3:a:gnu:glibc:2.0.4: >
cpe:2.3:a:gnu:glibc:2.0.5: %"
cpe:2.3:a:gnu:glibc:2.0.6:*:*:":
cpe:2.3:a:gnu:glibc:2.1: "
cpe:2.3:a:gnu:glibc:2.1. 1
cpe:2.3:a:gnu:glibc:2.1.1.6:% " ™
cpe:2.3:a:gnu:glibc:2.1.2:
cpe:2.3:a:gnu:glibc:2.1.3: "
cpe:2.3:a:gnu:glibc:2.1.9: ™
cpe:2.3:a:gnu:glibc:2.10.1: %

akLkLk ok k Kk,

cpe:2.3:a:gnu:glibc:2.11: "™

akLk kKKK Lk,

cpe:2.3:a:gnu:glibc:2.11.1: %

R L

cpe:2.3:a:gnu:glibc:2.11.2: %%
cpe:2.3:a:gnu:glibc:2.11.3: %7
cpe:2.3:a:gnu:glibc:2.12.1 %%
cpe:2.3:a:gnu:glibc:2.12.2:%:% %

AkLakLk kKKK,

cpe:2.3:a:gnu:glibc:2.13: "
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Kk kKKK Lk,

cpe:2.3:a:gnu:glibc:2.14.1 7 =™

akakak kR kR,

cpe:2.3:a:gnu:glibc:2.16:

Skk ok ak Lk akak.

cpe:2.3:a:gnu:glibc:2.0:

cpe:2.3:a:gnu:glibc:2.0.1:
cpe:2.3:a:gnu:glibc:2.0.2:*
cpe:2.3:a:gnu:glibc:2.0.3:*
cpe:2.3:a:gnu:glibc:2.0.4: "
cpe:2.3:a:gnu:glibc:2.0.5:
cpe:2.3:a:gnu:glibc:2.0.6:%

sk Lk ak kR akak.

cpe:2.3:a:gnu:glibc:2.1: "
cpe:2.3:a:gnu:glibc:2.1. 1 ™
cpe:2.3:a:gnu:glibc:2.1.1.6:% " ™
cpe:2.3:a:gnu:glibc:2.1.2:%
cpe:2.3:a:gnu:glibc:2.1.3:
cpe:2.3:a:gnu:glibc:2.1.9:

AKLk kKK kLK,

cpe:2.3:a:gnu:glibc:2.10.1 " "

AKLk kLK LK LKLk,

cpe:2.3:a:gnu:glibc:2.11. 17 " ™

cpe:2.3:a:gnu:glibc:2.11.2:% " ™

R R

cpe:2.3:a:gnu:glibc:2.11.3:" " ™

cpe:2.3:a:gnu:glibc:2.12.1: %%

ARk kKK LRk,

cpe:2.3:a:gnu:glibc:2. 14 =

AKLk kLKL kKK,

cpe:2.3:a:gnu:glibc:2.14.1:*:% 7

ARk kKK LKk,

cpe:2.3:a:gnu:glibc:2.15:* %

AkLk kKR kK,

cpe:2.3:a:gnu:glibc:2.16:* "

ARAD QeacAntialilak ok ok ok ok ok ok ok,
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No vendor comments have been submitted for this CVE
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